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I.
BACKGROUND

The Union Fdrale des Consommateurs ("UFC") in France is
a statutorily recognized consumer protection organization.1

Many European Union countries, including France, entrust
the enforcement of consumer protection law to specialized
government agencies such as the Office of Fair Trading in the
United Kingdom or the Swedish "Consumer Ombudsman". 2

Since there is no legal mechanism equivalent to U.S. class ac-
tions in Europe, these agencies are essential to the enforce-
ment of consumer protection law. In France, the Directorate-
General for Competition, Consumer Protection and Fraud
Control ("DGCCRF") is responsible for prosecuting antitrust
and consumer protection offenses as well as reviewing merg-
ers. However, in view of the DGCCRF's poor record in terms
of successful consumer protection-related legal actions, a non-

t Union Ffdfrale des Consommateurs (UFC) "Que Choisir" v. AOL
Bertelsmann Online France, T.G.I. Nanterre, June 2, 2004, at http://www.
legalis.net/jurisprudence-decision.php3?id-article=1211#, appeal pending,
CA Versailles.

* David Naylor is a London-based partner in the Technology Transac-
tions Group of Morrison & Foerster. Cyril Ritter is an associate in the Brus-
sels office of Morrison & Foerster. The authors are grateful to their col-
league Edwin Trey Hatch for insightful review and comments on this paper.

1. Code de la Consommation [C. Cons.] L421-1 (Fr.); English transla-
tion available at http://www.legifrance.gouv.fr/html/codes-traduits/liste.
htm ("Duly declared associations whose statutory object specifies the protec-
tion of consumer interests may, if they are approved for this purpose, exer-
cise the rights conferred upon civil parties in respect of events directly, or
indirectly, prejudicing the collective interest of consumers.").

2. For a useful overview of similar consumer organizations and con-
sumer protection agencies with authority to enforce local consumer protec-
tion laws in the EU, see U.K. DEP'T OF TRADE & INDUS., COMPARATIVE STUDY

ON CONSUMER POLICY REGIMES (Oct. 2003), available at http://www.dti.
gov.uk/ccp/publications.htm.
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governmental consumer organization, UFC, has emerged as a
strong force in the last fifteen years and is currently exercising
considerable influence in this area. Taking advantage of its
statutorily recognized status, UFC is currently involved in
about 100 legal actions targeting, inter alia, the banking indus-
try, cell phone operators, and internet service providers such
as AOL France ("AOL"). Having successfully sued AOL for re-
stricting customers' connection time while advertising "unlim-
ited" internet access, 3 UFC recently launched another action
against AOL, this time in connection with AOL's standard con-
sumer contract. The judgment was delivered in June 2004 and
is currently under appeal.

II.

FACTS

UFC claimed that 36 clauses in AOL's standard subscriber
contract (in its 2000 and 2003 versions) were illegal. UFC's ac-
tion was based on: principles of contract law, unfair contract
terms law (an area which was harmonized at the EU level by
the 1993 Unfair Contract Terms Directive),4 and data protec-
tion law (which was also harmonized in the EU by the 1995
Data Protection Directive, 5 the 2000 E-commerce Directive, 6

3. Union F~drale des Consommateurs "Que Choisir" v. SNC AOL
France T.G.I. Nanterre, Feb. 20, 2001, affd, CA Versailles, Mar. 14, 2001,
affd, Cass. le civ., Mar. 9, 2004, available at http://www.legalis.net. AOL
France also lost a misleading advertising claim brought by T-Mobile in 2001.
SA Liberty Surf, SA T-Online France v. SNC AOL Bertelsman Online France,
T. Com. Nanterre, Nov. 8, 2001, affd, CA Versailles, Nov. 21, 2001, available
at http://www.legalis.net.

4. Council Directive 93/13, 1993 OJ. (L 095) 29 on Unfair Terms in
Consumer Contracts, Official Journal L 95, 21 Apr. 1993, 29. On the basis of
Article 95 of the EC Treaty, the EU Council of Ministers and the European
Parliament have the power to jointly enact legislation ("directives") harmo-
nizing national laws in order to create a common minimum standard which
facilitates cross-border trade between EU Member States. Article 95, which is
one of the legal bases for the valid exercise of federal power, is the EU
equivalent of the Commerce Clause. The Member States of the EU then
have the obligation to transpose directives into their national law within a
certain time period. If a directive is not implemented in a Member State
within the prescribed time period, it may nonetheless, under certain circum-
stances, acquire the force of law. This is called "direct effect" of a directive.

5. Council Directive 95/46, 1995 OJ. (L 281) 31 (on the protection of
individuals with regard to the processing of personal data and on the free
movement of such data).
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and the 2002 E-Privacy Directive). 7 AOL's standard contrac-
tual terms contained clauses dealing with contract acceptance
by performance (use of service); cross-border transfer and dis-
closure of personal data; unilateral modifications to/discon-
tinuance of service; unilateral modifications to payment terms;
late payments; billing disputes; connection fees; per-minute
billing; disclaimers of liability for. AOL content, third party
content, service interruptions, service performance, results
from the use of the service and negligence; AOL's right of ter-
mination; customer rights of termination; limitation of cus-
tomer remedies and AOL liability; customer indemnities; li-
cense of customer content to AOL; transfer of subscribers'
personal data outside the EU; and communication of subscrib-
ers' personal data to third party direct marketers.

III.
JUDGMENT

The Nanterre District Court (the "Court") held that 31
clauses out of 36 clauses in AOL's standard subscriber contract
were illegal (i.e., contrary to contract law) and/or abusive (i.e.,
contrary to consumer protection law and therefore unenforce-
able). The Court awarded _30,000 in damages against AOL
and required it to remove the offending clauses from its con-
tract within one month (with a further fine of 1,000 per day
for failure to do so), and to notify its customers of the result-
ing changes to the contract. The Court also said the offending
clauses could not be applied in the case of existing contracts.
Finally, the Court ordered the company to publish the sub-
stantive parts of the judgment on its website and in three na-
tional daily newspapers.

Contract Law

The Court struck several clauses because it found them to
breach "mandatory" local laws (i.e., laws which parties to a
contract may not, under the laws of that jurisdiction, circum-

6. Council Directive 2000/31, 2000 O.J. (L 178) 1 (on certain legal as-
pects of information society services, in particular electronic commerce, in
the Internal Market).

7. Council Directive 2002/58, 2002 O.J. (L 201) 37 (concerning the
processing of personal data and the protection of privacy in the electronic
communications sector).
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vent or derogate from). By way of example, the Court deemed
illegal a clause that read as follows: "if you are not satisfied
with AOL or with the service provided by AOL, your only rem-
edy is to terminate your subscription." The Court confirmed
that a contract cannot waive the parties' right to enforce it in
court. Another clause in AOL's standard contract provided
that AOL would not be liable for damages to the subscriber
arising from the subscriber's use of the internet, unless the
subscriber could demonstrate that such damage resulted from
AOL's intentional behavior. This clause was held illegal be-
cause it had the effect of reversing the burden of proof in ac-
tions for damages. Finally, another clause provided for a gen-
eral, total waiver of liability which also extended to AOL's own
service providers and "content" providers. The clause was held
illegal because under French law, in principle, contracts can
generally only create rights and obligations for the contracting
parties, as opposed to third parties; and because in any event,
the clause was "by nature unfair", as it created an obvious "im-
balance" to the detriment of the consumer. In the context of
consumer contracting, courts in several other European juris-
dictions have also struck down such clauses, even in jurisdic-
tions which give broader recognition to third party rights.

"Unfair" Contract Terms under the 1993 EU Directive
and its French Equivalent

The rationale of the 1993 EU Directive on Unfair Terms
in Consumer Contracts (the "Directive") is that the con-
sumer's commercial position is inherently weaker than that of
the seller, with respect to both the consumer's bargaining
power and his level of knowledge of the product. The Direc-
tive provides that a contractual provision will be "unfair" (and
thus unenforceable) if it was not individually negotiated be-
tween the parties8 and it causes a "significant imbalance in the
parties' rights and obligations arising under the contract, to
the detriment of the consumer." Although there is an indica-
tive list of unfair terms attached to the Directive, this drafting
has provided the courts with broad discretion to strike out pro-

8. This is similar to what is known under U.S. law as a contract of adhe-
sion. BLACK'S LAW DICTIONARY 318-19 (7th ed. 1999).
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visions in European consumer contracts.9 The Directive was
transposed into French law by the 1995 law on unfair contract
clauses. 10

In UFC v. AOL France, several clauses were struck down by
the court on the basis that: they were arbitrary and blatantly
unfavorable to the consumer (e.g., pay-as-you-go customers
were being charged an extra 15 seconds per session "to ac-
count for the time necessary to establish the connection");
they were insufficiently precise-this lack of precision being
favorable to AOL (e.g., the standard contract did not specify a
clear starting date for the purpose of calculating interest on
unpaid bills); they allowed AOL to unilaterally modify the ser-
vice to be provided under the contract; or, finally, they consti-
tuted "unjust enrichment" (e.g., the Court held that AOL's
technical expertise could allow it to charge customers on a
per-second basis rather than on a per-minute basis).

In addition, the Court held that the clause permitting
AOL to terminate the contract at any time and without provid-
ing any reasons for termination was unfair and therefore ille-
gal. The Court held that termination clauses must be favorable
to consumers, and that consumers should be entitled to termi-
nate the contract at any time, without reason, and subject to a
reasonable notice period/minimum contract duration. It
held that the service provider should not have symmetrical
rights: AOL should only be entitled to terminate the contract
for a serious breach by the customer. Several grounds of termi-
nation (to the benefit of AOL) were struck down because they
entitled AOL to terminate without the customer having com-
mitted a serious breach of the contract. The Court's conclu-
sion on this point is consistent with the indicative list of unfair
terms that is attached to the Directive.

9. In the EU, the national courts of the Member States may raise of
their own motion the question of whether a clause is compatible with the
rules on unfair contract terms, even if national procedural rules do not spe-
cifically permit the courts to raise issues of their own motion. SeeJoined
cases C-240 to C-244/98, Ocfano Grupo Editorial SA v. Roci6 Murciano
Quintero, 2000 ECR 1-4941. Whether a national court is required to invoke
the rules on unfair contract terms on its own initiative-which is another
issue-still depends on the law of the Member State concerned.

10. Law No. 95-96 of Feb. 1, 1995,J.O., Feb. 2, 1995, p. 1755 (amending
the Consumer Protection Code), available at http://www.legifrance.gouv.fr/
WAspad/UnTexteDeJorPnumjo=ECOX9400126L. Article L 132-1 is the cen-
tral provision in the Code dealing with unfair clauses in consumer contracts.
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Data Protection Law

With regard to the clauses providing that the subscriber's
personal data would be transferred outside the EU, and the
subscriber's personal data would be communicated to third
party direct marketers, AOL had argued that subscribers were
free to "opt-out" (i.e., express their refusal) at any time. By
contrast, UFC had argued that the opt-out principle under
French law (deriving from Article 7 of the 2000 E-commerce
Directive)' 1 was no longer applicable: according to UFC, the
Court should apply the opt-in principle deriving from the 2002
(and directly effective) 12 E-Privacy Directive, despite the fact
that that directive had not been transposed into French law at
the time.' 3 For the sake of clarity, it should be recalled that
under the opt-in approach, subscribers' personal data can only
be used for commercial purposes (i.e., for sending advertising
material or "spam") if the subscriber in question has expressly
consented to it. The opt-in approach is more protective of sub-
scribers/consumers than the opt-out approach, which is un-
derpinned by the presumption (not necessarily legitimate)
that the personal data in question can be used unless the sub-
scriber has expressly refused to allow their data to be used in
the way proposed.

The Court held that both clauses were illegal, but ignored
the argument based on the direct effect of the E-Privacy Direc-
tive. Instead, the Court ruled that the technical procedure to
opt-out was too complex to constitute an effective safeguard, 14

and that contract clauses that put in place an opt-out mecha-
nism are unfair because the opt-out principle does not provide
adequate protection to subscribers.

11. Council Directive 2000/31, art. 7, 2000 O.J. (L 178) 1, on certain
legal aspects of information society services, in particular electronic com-
merce, in the Internal Market [hereinafter "E-Commerce Directive"].

12. See supra note 6 and accompanying text (explanation of the notion
of "direct effect").

13. The 2002 E-Privacy Directive has since been transposed into French
law. Law No. 2004-575 ofJune 21, 2004, J.O., June 22, 2004, Art. 22, Law for
Confidence in the Digital Economy, available at http://www.legifrance.gouv.
fr/WAspad/UnTexteDeJornumjo=ECOX200175L. See also Cyril Ritter,
Radical Overhaul of the French Data Protection/Anti-Spam Regime as France Imple-
ments Two European Directives, PRrVACY & INFO. L. REP., Sept. 2004, at 15.

14. Users were required to type a certain AOL keyword on AOL's
homepage and then navigate several more pages before they could actually
express their wish to opt-out.
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Upheld Clauses: What AOL Was Permitted To Do

AOL's standard contract contained a few clauses that were
challenged by UFC but upheld by the Court. For example,
UFC argued that the clause providing for full liability of the
subscriber in connection with the use of the subscriber's AOL
screen name should be held illegal because it failed to take
account of the fact that the customer's AOL screen name
could be hijacked by hackers. The Court rejected this claim,
holding that UFC had not convincingly demonstrated the
probability of this scenario. The Court also ruled that a clause
stipulating that the subscriber could not use the AOL internet
access service to send unsolicited mass e-mail ("spam") was
perfectly valid, as it was sufficiently clear and did not contra-
vene any rule.

IV.
COMMENT

What lessons can be drawn from this case and what is the
impact of this judgment in practical terms? This section exam-
ines consumer protection issues, conflicts of law issues and
data protection issues from a transatlantic perspective.

Unfair Contract Terms

United States consumer protection law focuses on false
advertising and unfair/deceptive business practices such as
making undue promises or coercing consumers into agreeing
to a sale. In the EU, the term "consumer protection" also en-
compasses the area of unfair contract terms, which in the
United States is dealt with primarily under contract law.

1. Parallel Between US Law and EU Law as Regards Unfair
Contract Terms

It should be noted at the outset that federal law has a lim-
ited role in the area of U.S. contract law, though some federal
statutes address specific contract problems. An important
source of state statutory contract law is the 1951 Uniform Com-
mercial Code ("UCC"). Almost every state has adopted a ver-
sion of the UCC. Hence the Code approximates a national law
of contract. State consumer protection statutes, which vary

20051
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from jurisdiction to jurisdiction, are another important source
of contract law.

American courts in general do recognize, however, that
certain standard form contracts known as "adhesion contracts"
provide fertile ground for consumer protection issues. An "ad-
hesion contract" is a standardized contract imposed and
drafted by a party of superior bargaining strength to cover
transactions with many people rather than with an individual.
The distinctive feature of an adhesion contract is that the
weaker party has no meaningful choice as to its terms. The
contract is offered to the weaker party (ordinarily a consumer)
on a "take it or leave it" basis, commonly in a standardized
printed or online form, without affording the weaker party a
realistic opportunity to bargain and modify the terms of the
offered contract, and under such conditions that the weaker
party cannot obtain the offered product or service except by
accepting the form of the offered contract.1 5 The result is
often that the stronger party is able to dictate the terms of the
contract to the weaker party. Examples include "shrink-wrap"
and "click-wrap" licenses. 16 The determination that a contract
is a contract of adhesion does not result in the non-enforce-
ment of the contract, but it may impact its enforceability be-
cause it qualifies the contract for special scrutiny by the courts.
This special scrutiny means that courts will generally run two
tests. First, the courts will use the "reasonable expectations"
(or "unfair surprise") test to determine whether the weaker

15. See, e.g., Rudbart v. Water Supply Commission, 605 A.2d 681 (N.J.
1992).

16. SeeSpechtv. Netscape, 306 F.3d 17, 22 n.4 (2d Cir. 2002) ("This kind
of online software license agreement has come to be known as 'clickwrap'
(by analogy to 'shrinkwrap,' used in the licensing of tangible forms of
software sold in packages) because it presents the user with a message on his
or her computer screen, requiring that the user manifest his or her assent to
the terms of the license agreement by clicking on an icon. The product can-
not be obtained or used unless and until the icon is clicked.") As regards
the issue of enforceability of shrink-wrap/click-wrap contracts (or "li-
censes"), see Step-Saver Data Systems, Inc. v. Wyse Techn., 939 F.2d 91 (3d
Cir. 1991); Klocek v. Gateway, Inc., 104 F. Supp. 2d 1332, 1337 (D. Kan.
2000); SoftMan Products Company, LLC v. Adobe Systems, Inc., 171 F.
Supp. 2d 1075, 1088 (C.D. Cal 2001); i.LAN Systems Inc. v. Netscout Service
Level Corp., 183 F. Supp. 2d 328, 335-39 (D. Mass. 2002); O'Quin v. Verizon
Wireless, 256 F. Supp. 2d 512, 518-20 (M.D. La. 2003); Comb v. Paypal, Inc.,
218 F. Supp. 2d 1165, 1169-74 (N.D. Cal. 2002) (holding that the PayPal
User Agreement, a "click-wrap" agreement, is a contract of adhesion).

[Vol. 1:881
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party had no knowledge of a term which disappointed his/her
"reasonable expectations based on the typical life situation".1 7

The signature of the weaker party on the contract, the clarity
and conspicuousness of the term, as well as actual notice of the
term are the key considerations in determining knowledge of
the weaker party. A term of which the weaker party had knowl-
edge is enforceable unless it contravenes public policy. Sec-
ond, even if the provision is consistent with the weaker party's
expectations, or it is clear that the weaker party had knowl-
edge of it, a court may refuse to enforce contract terms that it
finds are "so extreme as to appear unconscionable according
to the mores and business practices of the time and place."18

This is known as the doctrine of "unconscionability."1 9 Un-
conscionability is an integral part of the common law of con-
tract, and has been enacted in statutory form.20 The UCC Of-
ficial Comment states that "[t] he basic test is whether, in light

17. Gray v. Zurich Insurance Co. 419 P.2d 168, 172 (1966) (quoting Kess-
ler, Contracts of Adhesion, Some Thoughts About Freedom of Contracts, 43 COLUM.
L. REv. 629, 637 (1943)). See a/soJones v. Horace Mann Ins. Co., 937 P.2d
1360 (Alaska 1997) (explaining reasonable expectations test in context of
adhesion insurance contract); Wheeler v. St. Joseph Hospital, 133 Cal. Rptr.
775 (1976) (finding that plaintiff could not have reasonably expected arbi-
tration clause in hospital admission form); Broemmer v. Abortion Services of
Phoenix, 840 P.2d 1013 (Ariz. 1992) (invalidating arbitration clause in abor-
tion clinic contract because beyond reasonable expectations).

18. Williams v. Walker-Thomas Furniture Co., 350 F.2d 445 (D.C. Cir.
1965) (quoting 1 CORBIN, CoNTRACTs § 128 (1963)).

19. The term "unconscionable" is not defined, but according to WE-
STER'S THIRD NEW INTERNATIONAL DICTIONARY (Unabridged), the term "un-
conscionable" means "not guided or controlled by conscience: unscrupu-
lous; excessive, exorbitant; lying outside the limits of what is reasonable or
acceptable: shockingly unfair, harsh, or unjust: outrageous." The courts
make a distinction between procedural and substantive unconscionability.
Procedural unconscionability refers to oppression used in the process of
making the contract; substantive unconscionability refers to the oppressive
content of the contract. Some jurisdictions require a showing that a con-
tract is both procedurally and substantively unconscionable to strike a term
in dispute. New York, for example, requires both in most cases, but also
recognizes "exceptional cases where a provision of the contract is so outra-
geous as to warrant holding it unenforceable on the ground of substantive
unconscionability alone." Gillman v. Chase Manhattan Bank, N. A., 534
N.E.2d 824, 829 (N.Y. 1988). This article is only concerned with substantive
unconscionability.

20. U.C.C. § 2-302 (1999), entitled "Unconscionable Contract or
Clause", does not define unconscionability, but it does authorize a court to
review the contract and its terms for the purpose of determining whether
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of the general commercial background and the commercial
needs of the particular trade or case, the clauses involved are
so one-sided as to be unconscionable under the circumstances
existing at the time of the making of the contract. . . . The
principle is one of the prevention of oppression and unfair
surprise."

21

UCC § 2-302, which addresses the treatment of uncon-
scionable clauses in commercial contracts, authorizes three
forms of relief. the court may either (1) refuse to enforce the
entire contract, (2) enforce the remainder of the contract
without the unconscionable clause, or (3) limit the application

the contract or term is unconscionable and hence unenforceable. That sec-
tion states:

(1) If the court as a matter of law finds the contract or any clause of
the contract to have been unconscionable at the time it was made
the court may refuse to enforce the contract, or it may enforce the
remainder of the contract without the unconscionable clause, or it
may so limit the application of any unconscionable clause as to
avoid any unconscionable result. (2) When it is claimed or appears
to the court that the contract or any clause thereof may be uncon-
scionable the parties shall be afforded a reasonable opportunity to
present evidence as to its commercial setting, purpose and effect to
aid the court in making the determination.

§ 2A-108 deals with unconscionability in the context of consumer and com-
mercial leases of goods. The notion of unconscionability as a cause of unen-
forceability also appears in § 208 of the Uniform Computer Information
Transaction Act ("UCITA"), which has only been adopted in two states: Ma-
ryland (home of AOL) and Virginia (home of MSN). For more information
about UCITA, see American Bar Association, Working Group Report on the Uni-
form Computer Information Transactions Act (Jan. 31, 2002), available at http://
www.abanet.org/leadership/ucita.pdf.

21. See Fanning v. Fritz's Pontiac-Cadillac-Buick Inc., 472 S.E.2d 242, 245
(S.C. 1996) (speaking of "terms which are so oppressive that no reasonable
person would make them and no fair and honest person would accept
them"). See also Maxwell v. Fidelity Financial Services, Inc., 907 P.2d 51
(Ariz. 1995) (distinguishing between doctrines of unconscionability and rea-
sonable expectations); Zapatha v. Dairy Mart, Inc., 408 N.E. 2d 1370 (Mass.
1980) (holding termination without cause clause in franchise agreement is
unconscionable). See also Steven v. Fidelity & Casualty Insurance Co. 377
P.2d 284, 295 (Cal. 1962), (holding that'a life insurance policy's limitation of
coverage to passage on scheduled air carriers was ineffective because the con-
sumer had no opportunity to learn this until after purchasing the policy)
("[I]n standardized contracts... which are made by parties of unequal bar-
gaining strength, the California courts have long been disinclined to effectu-
ate clauses of limitation of liability which are unclear, unexpected, incon-
spicuous or unconscionable.").
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of any unconscionable clause so as to prevent an unconsciona-
ble result.22 The UCC does not contain a list of prohibited
contract terms, but some state consumer- protection statutes
expressly forbid certain terms. UCC § 2-302 was transposed in
New York in the New York State UCC23 and in California in
Cal. Civ. Code § 1670.5.24

By contrast, the 1993 EU Directive on Unfair Terms in
Consumer Contracts aims to protect consumers in situations
where the contract was not individually negotiated between
the parties and it causes a "significant imbalance" in the par-
ties' rights and obligations, "to the detriment of the con-
sumer".

This comparison warrants several observations. First, in
the EU, unlike in the United States, there is one legal theory
to deal with unfair terms and, in theory, a single legal test
across the continent (though this is an area which depends
heavily upon the subjective preferences of individual judges
and legal interpretation in each jurisdiction). The rationale
for adopting EU-wide legislation on this issue is to avoid a
"Delaware effect" (also called "regulatory arbitrage" or "regula-
tory competition") whereby corporations relocate to states
where the regulatory framework best protects their interests.
The EU theory based on the "significant imbalance" test is
closer to the United States' unconscionability theory than to
the "reasonable expectations" theory. Differences between EU
and US consumer protection law are exacerbated by the fact
that European judges will generally take a more pro-consumer
stance than their American counterparts. By contrast, Ameri-
can judges would be more likely to consider the argument
based on the significant savings passed on to consumers when
companies do not have to individually negotiate consumer
contracts in order to uphold relatively one-sided contract
terms. This reflects their greater willingness to consider the
pro-business perspective.

22. See supra note 21 and accompanying text. See also Armendariz v.
Foundation Health Psychcare Services, Inc., 6 P.3d 669, 767 (Cal. 2000)
(California Supreme Court ruled that California courts may invalidate
clauses, terms, or entire contracts based on an unconscionability finding, but
that they may not reform contracts by rewriting terms).

23. N.Y. U.C.C. LAw § 2-302 (McKinney 1962).
24. CAL. CrV. CODE § 1670.5 (West 2005).
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2. Important Issues for U.S. Businesses Selling to EU Consumers

The EU Directive requires contract terms to be drafted in
plain and intelligible language and that ambiguities be inter-
preted in favor of consumers. In addition, clauses should avoid
creating any "significant imbalance in the parties' rights and
obligations arising under the contract to the detriment of the
consumer" and should be justified-as opposed to arbitrary or
baseless-and proportionate.

In UFC v. AOL France, the Court struck down several
clauses it deemed blatantly unfavorable to consumers, such as
a total, general disclaimer of liability. Crucially, the drafting of
the contract should be precise. Throughout Europe, courts gen-
erally reject insufficiently precise contract terms in consumer
contracts on the basis that they are too readily capable of inter-
pretation by the seller to the consumer's detriment. In addi-
tion to the UFC v. AOL France case, there is abundant Euro-
pean case law on vaguely worded contract terms. For example,
in the 1997 Assurances GAN v. Impecjudgment, the Belgian Su-
preme Court deemed unfair a term waiving a guarantee in re-
spect to "certain damages" on the grounds that an exclusion
clause could not be validly relied on against the insured unless
the clause in question was "clear, express and limited".25 Like-
wise, in a 1996 judgment, NCR-ANC v. UAP, a French court
ruled that an insurance contract was unfair because it did not
subject increases in the premium to any clear contractual con-
dition and it gave the insurance company an unfair advantage
in that the company did not have to justify any increase in the
premiums.26

In addition to EU legislation, U.S. businesses should be
mindful of the 1999 O ECD Guidelines for Consumer Protec-
tion in the Context of Electronic Commerce ("OECD Guide-
lines").27 The OECD Guidelines are a set of recommenda-

25. See Cass. (Belgium), CLAB Database on Case Law concerning Unfair
Contractual Terms, Card No. BE000447 (Jan. 7, 1997), available at http://
europa.eu.int/clab.

26. See T.G.I. Lyon (France), CLAB Database on Case Law concerning
Unfair Contractual Terms, Card No. FR000324 (May 23, 1996), available at
http://europa.eu.int/clab.

27. Organisation for Economic Co-operation and Development, OECD
GUIDELINES FOR CONSUMER PROTECTION IN THE CONTEXT OF ELECTRONIC
COMMERCE (1999), available at http://www.oecd.org/dataoecd/18/13/
34023235.pdf.
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tions to governments, businesses, consumers and consumer or-
ganizations regarding consumer protection in the electronic
environment. In particular, the Guidelines are intended to as-
sist governments in reviewing, formulating and implementing
consumer and law enforcement policies, practices, and regula-
tions if necessary for effective consumer protection in the con-
text of electronic commerce. Implementation of the OECD
Guidelines is optional. Nevertheless, John Dryden, Head of In-
formation, Computer and Communications Policy at the
OECD, Paris, argued that "there is a strong moral obligation
on the Member countries to implement [the OECD Guide-
lines] which, effectively, they themselves jointly drafted."28 In
the United States, the FTC encourages businesses to follow
these Guidelines.29 Under the Guidelines, an e-commerce
business governed by the laws of one country needs to under-
stand the relevant regulatory requirements in all countries
where it conducts business. The Guidelines provide that e-
commerce businesses "should consider... the various regula-
tory characteristics of the markets they target... not exploit
the special characteristics of electronic commerce to hide
their true identity or location, or to avoid compliance with
consumer protection standards and ... should not use unfair
contract terms."30

Choice of Law & Choice of Jurisdiction Clauses

Although this was not an issue in the UFC v. AOL France
case, it is worth noting that U.S. businesses targeting custom-
ers in the EU should not assume that choice of law or exclusive
jurisdiction clauses selecting non-European law/courts will al-
low them to escape the jurisdiction of the courts in the EU.
Such businesses may be subject to jurisdiction in European
courts whether they operate through a subsidiary or not. For
example, if a contract between a U.S. business and a European
consumer provides that New York law will govern the contract,

28. John Dryden, Policies for Global E-Commerce: Supranational Initiatives
and the Role of the OECD, available at http://economy.berkeley.edu/publica-
tions/conf/deip/dryden/drydenp.html.

29. See FED. TRADE COMM'N, ELECTRONIC COMMERCE. SELLING INTERNA-
TIONALLY: A GUIDE FOR BUSINESS, at http://www.ftc.gov/bcp/conline/pubs/
alerts/ecombalrt.htm.

30. See OECD GUIDELINES, supra note 29 at 4-5.
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a European court may strike the choice of law provision as in-
compatible with European legal instruments in this area.
Thus, foreign businesses should not view choice of law or ex-
clusive jurisdiction clauses as being a means to avoid the re-
strictive consumer laws in Europe. As indicated below in more
detail, clauses providing for non-European governing law or
exclusive jurisdiction in non-European courts will not allow
foreign businesses dealing with consumers in Europe to avoid
being subject to similar lawsuits in European courts.

Conflict of law rules concerning European consumers can
be found in the "Brussels Regulation," 31 which codified the
1968 Brussels Convention on Jurisdiction and the Enforce-
ment of Judgments in Civil and Commercial Matters, and in
the 1980 Rome Convention on the Law Applicable to Contrac-
tual Obligations. As regards choice of jurisdiction clauses, for-
eign businesses should be aware of Article 16 of the Brussels
Regulation:

1. A consumer may bring proceedings against the
other party to a contract either in the courts of the
Member State in which that party is domiciled or
in the courts for the place where the consumer is
domiciled.

2. Proceedings may be brought against a consumer
by the other party to the contract only in the
courts of the Member State in which the con-
sumer is domiciled.32

Note that the term "consumer" is defined in the Brussels Regu-
lation as a person who concludes a contract "for a purpose
which can be regarded as being outside his trade or profes-
sion,"33 and that Article 16 only applies where the seller "pur-
sues commercial or professional activities in the Member State
of the consumer's domicile or, by any means, directs such ac-
tivities to that Member State. '34

As regards choice of law clauses, the key provision is Arti-
cle 5 of the Rome Convention, which establishes a double rule.

31. Council Regulation 44/2001, 2001 O.J. (L 12) 1. Note that the Brus-
sels Regulation does not apply to Denmark. However, the Brussels Conven-
tion remains in force in Denmark.

32. Id. art. 16.
33. Id. art. 15(1).
34. Id. art. 15(1)(c).
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First, "a choice of law made by the parties shall not [deprive]
the consumer of the protection afforded to him by the
mandatory rules of the law of the country in which he has his
habitual residence." 35 Second, in the absence of a choice of
law provision, the contract is governed by the law of the coun-
try in which the consumer has his habitual residence.3 6

In order for the protective rule in Articles 5(2) and 5(3)
to apply, however, there is a general requirement that the con-
tract must be sufficiently closely connected to the country of
the consumer's habitual residence, i.e., the contract must have
been concluded in the country of the consumer's "habitual
residence" preceded by a specific invitation addressed to him
or by advertising, and the consumer must have taken in that
country all the steps necessary on his part for the conclusion of
the contract;37 or the consumer's order must have been re-
ceived in the country of her habitual residence by the supplier
or his agent. U.S. businesses wishing to do business with EU
consumers should be mindful of these factors in structuring
their operations: in particular, advertising or processing orders
in the EU will trigger the application of the protective rule in
Article 5 of the Rome Convention.

The OECD Guidelines also mention the issue of applica-
ble law and jurisdiction in the context of dispute resolution
and redress, but fail to address the issue in any useful way. The
Guidelines merely advise governments to modify, or apply dif-
ferently, existing legal frameworks to ensure effective and

35. See Convention on the Law Applicable to Contractual Obligations,
art. 5(2), 5(3), 1980 O.J. (L 266), 1, 3. Incidentally, the application of this
provision leads to a situation whereby different parts of the same contract
can be governed by the laws of different countries. Thus a contract between
a consumer residing in country A and a business established in country B
will often contain a clause making the law of country B applicable; when the
conditions of Article V are met, the court must nevertheless give effect to
certain provisions of the law of country A (those which relate to consumer
protection). The court must accordingly apply two distinct laws to the same
contract.

36. Id. art. 5(3).
37. See Convention on the Law Applicable to Contractual Obligations,

art. 5(2), 5(3), 1980 O.J. (L 266), 1, 3. The "specific invitation" or advertis-
ing requirement also appears in Article XIII of the Brussels Convention, but
the equivalent provision in the Brussels Regulation was reformulated and
only provides that the seller "pursue" his commercial activities in, or "direct"
his activities to, the Member State of the consumer (Article XV(1)(c)).
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transparent protection for consumers in the area of applicable
law and jurisdiction.

Data Protection

The judgment in UFC v. AOL France illustrates the difficul-
ties for businesses in complying with the EU's stringent and
evolving data-protection regime, which consists of national leg-
islation based on EU directives, European Commission deci-
sions, guidance at the supra-national level from the group of
European Data Protection Authorities (the so-called "Article
29 group"), judgments and decisions at the local Member
State level of the national courts and Data Protection Authori-
ties, and guidance at the local level from national Data Protec-
tion Authorities. Companies that hold or process personal
data in Europe should note that the customer's prior consent
is generally required for cross-border data transfers and direct
marketing. In particular, it is common for United States-based
businesses to want to transfer employees' or customers' data
from the EU to the United States. There are several alternative
legal mechanisms available for doing this,38 one of which is to
obtain consent directly from the person concerned.39 In this
context, consent needs to be specific and communicated by
means of a "positive act" (e.g., ticking a box expressing con-
sent, rather than omitting to tick a box expressing objec-

38. Basically the EU Data Protection Directive prevents the transfer of
personal data from the EU to non-EU countries unless "the third country in
question ensures an adequate level of protection." Council Directive 95/46,
art. 25(1)-(2), 1995 O.J. (L 281), 31, 45 [hereinafter "Data Protection Direc-
tive"]. To date, the European Commission has deemed "adequate" the laws
of Switzerland, Canada, Argentina, Guernsey, Isle of Man, as well as certain
U.S. rules and regulations. European Commission, Adequacy of the protection
of personal data in third countries, at http://europa.eu.int/comm/justice_
home/fsj/privacy/thridcountries/index en. htm. If the proposed transfer is
to a country that is not considered "adequate," the transfer must fall within
one of the exceptions listed in Article 26 of the Data Protection Directive.
The two main exceptions are: (1) "unambiguous" and "informed" consent
by the person concerned, or (2) the transfer is necessary for the perform-
ance of a contract between the person concerned and the company in ques-
tion. Data Protection Directive, art. 26(1).

39. Although this might be problematic for newly hired employees: Euro-
pean Data Protection Authorities typically consider that in terms of bargain-
ing power such employees are not in position to refuse to sign a form expres-
sing their consent-and therefore they are not in a position to freely express
their position.
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tion).40 The Court rejected the provisions in the AOL con-
tract on the basis that they relied on an opt-out approach
which the Court considered too complex in terms of the steps
required of the user.

In the wake of the UFC v. AOL France case, it seems likely
that regulators and courts in the EU will pay increasing atten-
tion to the technical procedures used by websites to register
user opt-out decisions. It is far from clear, however, how they
will judge whether a particular opt-out procedure (such as
clicking and browsing through several webpages or clicking on
checkboxes) is too complex and therefore discourages or pre-
vents users from expressing their decision to opt-out. In turn,
this raises the question of whether that assessment should be
made from the point of view of a technologically aware con-
sumer or from the point of view of a user who is not familiar or
barely familiar with the internet.

V.
NEXT STEPS

AOL told reporters that it would immediately file an ap-
peal with the Versailles Court of Appeal against the judgment
of the Nanterre District Court (a court of first instance).
Under French civil procedure, an appeal suspends the effect
of the decision of the court of first instance unless that court
decides to give immediate effect to its judgment, as the
Nanterre District Court did in this case. The decision to give
immediate effect to a judgment is not reviewable. While the
appeal is pending, AOL duly complied with the judgment and
published a new version of its standard contract within a
month.

41

40. See Data Protection Directive, supra note 36, art. 2 (h). See also Article 29
Data Protection Working Party, Opinion 5/2004 on Unsolicited Communi-
cations for Marketing Purposes Under Article 13 of Directive 2002/58/EC,
at 5 (2004); Article 29 Data Protection Working Party, Recommendation 2/
2001 on Certain Minimum Requirement for Collecting personal data on-line
in the European Union (2001).

41. The new version is available at http://sabonner.aol.fr/popups/aol-
cgu.txt.
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