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“[C]ybersecurity risks pose some of the most serious economic and national
security challenges of the 21st century.” 1

“[T]he infrastructure of our lives is held together by the IT equivalent of
baling wire . . . .” 2

Given the laggard and balkanized regulation of cybersecurity in the United
States, American firms should key their cybersecurity management to strate-
gies informed by best practices rather than only law. With that premise, this
Note proposes strategies to help firms focus on the “known knowns,” “known
unknowns,” and “unknown unknowns” of information security risk, de-
pending on their cybersecurity program’s maturity. For lackadaisical firms,
simple preliminary measures are necessary to guard against well-known
risks. Accordingly, these firms’ decisionmakers must be persuaded of cyber-
security’s importance, both for the firm as a matter of profitability and for
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the public as a matter of corporate social responsibility. Meanwhile, firms
with partially developed cybersecurity maturity should turn to the known
unknowns. Besides orthodox risk management, they should consider strate-
gies for improving predictive capabilities, building a cyber-savvy and cyber-
compliant culture, and transferring or reducing risk through cybersecurity
insurance tied to audits. Firms with mature cybersecurity management pro-
grams are in the best position to think about unknown unknowns, includ-
ing “black swans.” They should consider adjusting corporate leadership
structures, ensuring that their planning and decisionmaking systems leave
enough room for searching inquiry, and hosting or supporting bug bounty
programs.
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INTRODUCTION

Businesses cannot afford to ignore or mismanage cyber-
security risks any more.

Cybersecurity breaches are increasingly likely. Globally,
reported cybersecurity incidents went up forty-eight percent in
2014, averaging 117,000 daily, more than doubling year-over-
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year growth in GDP and mobile phones.3 In 2010, leading
cybersecurity firm McAfee discovered a new piece of malware
every fifteen minutes; in 2013, every second.4

The business costs include post-breach drops in stock
value, which have ranged from seventeen to over thirty per-
cent;5 business disruptions, which can last for weeks;6 toll on
goodwill and brand reputation; and the lost value of hacked
intellectual property, which, by one estimation, topped a tril-
lion dollars in 2008 alone.7 U.S. businesses staffed by over
1,000 employees annually spend an average of $8.9 million on
cybercrime8—outlays they forward to shareholders, vendors,
clients, and consumers. Cyberattacks have compromised an es-
timated 1.1 billion data records,9 costing breached U.S. firms
an average of $188 per record.10 The World Economic Forum
and McKinsey estimate that by 2020, the global cost of ineffec-
tive cybersecurity will reach $3 trillion.11 “It used to be expen-
sive to make things public[,] and cheap to make them
private,” said NYU Professor Clay Shirky. “Now it’s expensive
to make things private and cheap to make them public.”12

3. Managing Cyber Risks in an Interconnected World: Key Findings From The
Global State of Information Security Survey 2015, PRICEWATERHOUSECOOPERS 5
(Sept. 30 2014), http://www.pwc.com/gx/en/consulting-services/informa
tion-security-survey/assets/the-global-state-of-information-security-survey-20
15.pdf [hereinafter Managing Cyber Risks]. It is not clear how much of this
owes to increases in monitoring, detecting, and reporting.

4. PETER W. SINGER & ALLAN FRIEDMAN, CYBERSECURITY AND CYBERWAR:
WHAT EVERYONE NEEDS TO KNOW 70 (2014).

5. Steven Caponi & Elizabeth A. Sloan, Cybersecurity and the Board of Direc-
tors: Avoiding Personal Liability—Part II of III, BLANK ROME (Aug. 6, 2013),
http://www.blankrome.com/index.cfm?contentID=37&itemID=3146 [here-
inafter Caponi & Sloan, Part II].

6. Id.
7. THE WHITE HOUSE, Cyberspace Policy Review, supra note 1, at 2 (citation

omitted).
8. SINGER & FRIEDMAN, supra note 4, at 89.
9. Caponi & Sloan, Part II, supra note 5.

10. Symantec Corp., Internet Security Threat Report, 19 INTERNET SEC. REP.
1, 41 (2014), http://www.symantec.com/content/en/us/enterprise/
other_resources/b-istr_main_report_v19_21291018.en-us.pdf.

11. World Economic Forum and McKinsey & Company, Risk and Respon-
sibility in a Hyperconnected World, WORLD ECONOMIC FORUM 3, 30 (Jan. 2014),
http://www3.weforum.org/docs/WEF_RiskResponsibility_Hyperconnected
WorldReport_2014.pdf.

12. Nicholas Thompson, How to Get Privacy Right, NEW YORKER (Mar. 5,
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The data theft of forty million credit and ATM cards from
Target in Q4 2013 exemplifies the costs of a large breach at a
major firm. This attack cost banks an average of $530 per sto-
len credit card and $331 per stolen ATM card.13 Target’s CEO
and CIO have since lost their jobs.14 Target faces an estimated
$500 million in breach costs.15 Over a hundred million Target
customers had to get new cards, monitor fraudulent charges,
and guard more closely against identity theft. Multidistrict liti-
gation against Target is pending in a Minnesota District
Court.16

Although less frequent, this type of headline-grabbing in-
cident is among the fastest-growing types of cyber threat.17 In
2014 alone, hackers stole fifty-six million customer credit cards
and fifty-three million customer email addresses from Home
Depot,18 accessed seventy-six million household bank accounts

2012), http://www.newyorker.com/culture/culture-desk/how-to-get-privacy-
right.

13. Matthew Heller, Survey Shows Toll of Target Breach on Banks, CFO
(Sept. 12, 2014), http://ww2.cfo.com/fraud/2014/09/survey-shows-toll-
target-breach-banks.

14. See Clare O’Connor, Target CEO Gregg Steinhafel Resigns in Data Breach
Fallout, FORBES (May 5, 2014, 8:20 AM), http://www.forbes.com/sites/clare
oconnor/2014/05/05/target-ceo-gregg-steinhafel-resigns-in-wake-of-data-
breach-fallout (reporting the CEO’s resignation); Target’s Chief Information
Officer Resigns, N.Y. TIMES (Mar. 5, 2014), http://www.nytimes.com/2014
/03/06/business/targets-chief-information-officer-resigns.html (reporting
the CIO’s resignation).

15. Mark Hosenball, House Oversight Panel Seeks Documents on Target
Breach, REUTERS (Feb. 25, 2014, 4:30 PM), http://www.reuters.com/article/
2014/02/25/us-usa-target-idUSBREA1O19720140225 (mentioning this cost
estimate).

16. In re Target Corp. Customer Data Security Breach Litigation, MDL
No. 0:14-md-02522-PAM (filed Apr. 2, 2014), available at http://docs.justia.
com/cases/federal/district-courts/minnesota/mndce/0:2014cv00934/1377
00/21/0.pdf?1396693313.

17. Managing Cyber Risks, supra note 3, at 15.
18. Ben Elgin, Michael Riley, & Dune Lawrence, Home Depot Hacked After

Months of Security Warnings BLOOMBERG BUSINESSWEEK (Sept. 18, 2014), http:
//www.businessweek.com/articles/2014-09-18/home-depot-hacked-wide-op
en (reporting the initial story); Nicole Perlroth, Home Depot Says Hackers Also
Stole Email Addresses, N.Y. TIMES, Nov. 6, 2014, at B3, available at http://bits.
blogs.nytimes.com/2014/11/06/home-depot-says-hackers-also-stole-email-
addresses/?r=0 (reporting that the hackers stole email addresses and gained
access via stolen vendor login credentials). The Home Depot breach lasted
for months and potentially affected all of its 2,000-plus stores. Nicole
Perlroth, Home Depot Data Breach Could Be the Largest Yet, N.Y. TIMES, Sept. 9,
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at JPMorgan Chase,19 and breached Kmart20 and Dairy
Queen.21 (As this Note goes to print, authorities are still inves-
tigating the 2014 hack on Sony Pictures Entertainment.) That
said, a larger set of lower-profile online thefts is effecting a
“historically unprecedented transfer of wealth,”22 threatening
targeted markets with “a long-term economic ‘death by a thou-
sand cuts.’”23

National security is at issue. The private sector accounts
for ninety percent of the United States’ critical infrastruc-
ture,24 and from 2011 to 2013, online intrusions into critical
infrastructure’s computer networks increased 1,700 percent.25

Hackers stole combat aircraft designs from U.S. aerospace
companies.26 It is now possible to hack a plane out of the sky.27

U.S. computer networks are already under constant attack
and, as the top U.S. general in charge of cybersecurity

2014, at B1, available at http://bits.blogs.nytimes.com/2014/09/08/home-
depot-confirms-that-it-was-hacked. A Home Depot spokesperson initially as-
sured the public that the personal identification numbers (PINs) of custom-
ers’ debit cards were not stolen, id., but banks reported a spike in PIN debit
card fraud strongly associated with the stolen data. Brian Krebs, In Wake of
Confirmed Breach at Home Depot, Banks See Spike in PIN Debit Card Fraud, KREBS

ON SECURITY (Sept. 8, 2014), http://krebsonsecurity.com/2014/09/in-wake-
of-confirmed-breach-at-home-depot-banks-see-spike-in-pin-debit-card-fraud.

19. Michael Corkery et al., Obama Had Security Fears on JPMorgan Data
Breach, N.Y. TIMES, Oct. 9, 2014, at A1, available at http://dealbook.nytimes.
com/2014/10/08/cyberattack-on-jpmorgan-raises-alarms-at-white-house-
and-on-wall-street.

20. Brian Krebs, Malware-Based Credit Card Breach at Kmart, KREBS ON SE-

CURITY (Oct. 10, 2014), http://krebsonsecurity.com/2014/10/malware-
based-credit-card-breach-at-kmart.

21. Brian Krebs, Dairy Queen Confirms Breach at 395 Stores, KREBS ON SE-

CURITY (Oct. 10, 2014), http://krebsonsecurity.com/2014/10/dairy-queen-
confirms-breach-at-395-stores.

22. SINGER & FRIEDMAN, supra note 4, at 95.
23. Id. at 70.
24. Id. at 15.
25. Id. at 97.
26. Id. at 70.
27. Jim Finkle, Hacker Says to Show Passenger Jets at Risk of Cyber Attack,

REUTERS (Aug. 4, 2014, 8:09 AM), http://www.reuters.com/article/2014/
08/04/us-cybersecurity-hackers-airplanes-idUSKBN0G40WQ20140804
(“Cyber security researcher Ruben Santamarta says he has figured out how
to hack the satellite communications equipment on passenger jets through
their Wi-Fi and inflight entertainment systems . . . .”).
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from 2005 to 2014 warned, “Mark my words, it’s going to get
worse.”28

The threats are legion, including thieves, terrorists, third-
party vendors, competitors, customers, fraudsters, activists,
vandals, employees (past and present), and intelligence agen-
cies (foreign and domestic).29 Vulnerabilities are multiplying
too, thanks to increasingly interconnected people and busi-
nesses, as well as the expanding “Internet of Things”: “8.7 bil-
lion devices were connected to the Internet by the end of
2012, a figure [expected to] rise to 40 billion by 2020 as cars,
fridges, medical devices, and [new] gadgets . . . link in.”30

At least ninety-seven percent of Fortune 500 companies
have been hacked,31 but small firms are in the crosshairs too,
even if they are less likely targets. Thirty percent of targeted at-
tacks in 2013 were aimed at businesses with fewer than 250
employees,32 not including indiscriminate attacks like phish-
ing scams. “Companies of all shapes and sizes are increasingly
under a constant threat of potentially disastrous cyber-attacks,”
according to SEC Commissioner Luis Aguilar.33 The National
Cyber Security Alliance claims that one in five small businesses
gets hacked every year, and of those, sixty percent go bankrupt
within six months.34 When the cost of serious security breaches
nearly doubled from 2013 to 2014, small businesses were hit

28. Andrea Shalal-Esa & Deborah Charles, Top General Says U.S. Under
Constant Cyber Attack Threat, REUTERS (May 14, 2013, 4:06 PM), http://www.
reuters.com/article/2013/05/14/us-cyber-summit-alexander-idUSBRE94D
12L20130514.

29. Managing Cyber Risks, supra note 3, at 14.
30. SINGER & FRIEDMAN, supra note 4, at 2. See also Robert McMillan, It’s

Crazy What Can Be Hacked Thanks to Heartbleed, WIRED (Apr. 28, 2014, 6:30
AM), http://www.wired.com/2014/04/heartbleed_embedded (describing
how the Internet of Things is vulnerable to bugs like Heartbleed).

31. SINGER & FRIEDMAN, supra note 4, at 2.
32. Symantec Corp., supra note 10, at 18.
33. Luis A. Aguilar, Comm’r, U.S. Sec. and Exch. Comm’n, Boards of

Directors, Corporate Governance and Cyber-Risks: Sharpening the Focus,
Address at the Cyber Risks and the Boardroom Conference at the New York
Stock Exchange (June 10, 2014), available at http://www.sec.gov/News/
Speech/Detail/Speech/1370542057946#.VGAYOPTF-uM.

34. Robert Strohmeyer, Hackers Put a Bull’s-Eye on Small Business, PC
WORLD (Aug. 12, 2013, 3:30 AM), http://www.pcworld.com/article/
2046300/hackers-put-a-bulls-eye-on-small-business.html.
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hardest.35 Yet, small businesses often fail to realize what lucra-
tive targets they are.36

This is as much a problem of mismanagement as emerg-
ing technology: in 2008, Verizon concluded that eighty-seven
percent of known security breaches could have been avoided
through simple or intermediate controls.37 More recently,
some boards have started taking cybersecurity seriously.38

A survey of directors just months after the Target breach
found that “Cybersecurity/IT risk” had overtaken regulatory
compliance risk as the second-most important concern to
boards, trailing only the linked issue of reputational risk.39 Yet,
forty-three percent of that survey’s respondents felt that their
CEO does not have a strong understanding of cybersecurity
risk, thirty percent felt the same way about their CFO, and one
respondent lamented that “most fellow directors cannot spell
‘IT.’”40 Even cautious senior executives can be tricked into di-
vulging their own email credentials, as recently demonstrated
by Fin4’s yearlong attack on about 100 pharmaceutical and
healthcare organizations to collect profitable insider informa-
tion.41 And since cybersecurity touches on systemic corporate
governance, compliance, and risk management, it concerns

35. Max Smolaks, InfoSec 2014: Cost of Serious Security Breaches Almost
Doubles in a Year, TECHWEEK EUROPE (Apr. 30, 2014), http://www.techweek
europe.co.uk/news/infosec-2014-cost-serious-security-breaches-almost-dou
bles-year-144711.

36. Verizon RISK Team et al., 2014 Data Breach Investigations Report, VER-

IZON 17, http://www.verizonenterprise.com/DBIR.
37. Verizon Business RISK Team, 2008 Data Breach Investigation Report,

VERIZON 3, 26, http://www.verizonbusiness.com/resources/security/data
breachreport.pdf; Internet Sec. Alliance & Am. Nat’l Standards Inst., The Fi-
nancial Management of Cyber Risk: An Implementation Framework for CFOs, AM.
NAT’L STANDARDS INST. 3, http://publicaa.ansi.org/sites/apdl/khdoc/Finan
cial+Management+of+Cyber+Risk.pdf (last visited Apr. 19, 2014).

38. Bob Bragdon, When Leadership Gets On Board, CSO ONLINE (June 19,
2014, 12:01 PM), http://www.csoonline.com/article/2365152/security-lead
ership/when-leadership-gets-on-board.html.

39. Concerns About Risks Confronting Boards: Fifth Annual Board of Directors
Survey, EISNERAMPER 7 (2014), http://www.eisneramper.com/uploaded
Files/Resource_Center/Articles/Articles/EisnerAmper-Concerns-Risks-Sur
vey-2014.pdf?id=6442451343.

40. Id. at 17–18.
41. Nicole Perlroth, Hackers Using Lingo of Wall St. Breach Health Care Com-

panies’ Email, N.Y. TIMES (Dec. 1, 2014), http://www.nytimes.com/2014/12/
02/technology/hackers-target-biotech-companies.html?_r=0.
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staff from directors to interns, as well as third parties like ven-
dors, regulators, insurers, clients, and the public.

This Note presents and proposes cybersecurity strategies,
so some comments on scope and definitions are in order.
Cybersecurity is security in “the realm of computer networks
. . . in which information is stored, shared, and communicated
online.”42 I emphasize information security (“InfoSec”) in the
corporate sphere, as opposed to cyberwarfare.43 My focus is
not privacy or security concerns stemming from domestic gov-
ernment surveillance, but strategies for defending against ma-
licious threats and the unwitting parties they exploit. For brev-
ity, I will usually refer to these threats as hackers, even though
they include insiders, and the meanings of “hack” and
“hacker” range from pejorative to complimentary and extend
beyond Internet technologies.44

I recommend strategies keyed to three levels of cyber-
security maturity: low, medium,45 or high cybersecurity risk
management efforts (not results). Firms with low (or “lacka-
daisical”) cybersecurity maturity should focus on the “known
knowns”—just the basics, which require more persuasion than
guesswork. Besides orthodox risk management, medium-ma-

42. SINGER & FRIEDMAN, supra note 4, at 13.
43. For an interesting and intuitively-titled argument about the proper

role of lawyers in cyberwarfare, see Stewart A. Baker & Charles J. Dunlap Jr.,
What Is the Role of Lawyers in Cyberwarefare?, ABA JOURNAL (May 1, 2012, 5:00
AM), http://www.abajournal.com/magazine/article/what_is_the_role_of_
lawyersin_cyberwarfare.

44. Ben Popper, Hacked to Death: A Brief History of Tech’s Most Two-Sided
Term, BETABEAT (July 26, 2011 2:05PM), http://betabeat.com/2011/07/
hacked-to-death-how-journalists-are-ruining-the-word-hacker; Ben Yagoda, A
Short History of ‘Hack,’ NEW YORKER (Mar. 7, 2014), http://www.newyorker.
com/online/blogs/elements/2014/03/a-short-history-of-hack.html.

45. Some authorities go on to slice the “medium” category more finely.
See, e.g., Framework for Improving Critical Infrastructure Cybersecurity: Version 1.0,
NAT’L INST. OF STANDARDS & TECH. (Feb. 12, 2014), http://www.nist.gov/
cyberframework/upload/cybersecurity-framework-021214-final.pdf. For
brevity, this Note will collapse such distinctions, which is acceptable in this
case because most of the commensurate strategy recommendations apply at
least that broadly. Also, this trifurcation of recommendations was inspired by
a recent conference at NYU that discussed recommendations for “good com-
pliance guy, lazy compliance guy, and venal compliance guy.” Miriam Baer,
Remarks at the New York University School of Law Conference: Deterring
Corporate Crime—Effective Principles for Corporate Enforcement (Apr. 5,
2014) (transcript on file with Professor Jennifer H. Arlen, Norma Z. Paige
Professor of Law at New York University School of Law).
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turity firms should focus on the “known unknowns” through
strategies pertaining to prediction, compliant corporate cul-
ture, and cybersecurity insurance. Having shored up their
weakest links, mature cybersecurity programs should target the
“unknown unknowns.”46 Strategies recommended for them in-
clude inquisitive risk-management processes to bridge the
knowledge gap, balanced alliances and tensions in manage-
ment reporting structures, and “bug bounties.”

This stepped approach to capacity-building sequences
three stages of measures according to the decreasing approxi-
mate certainty of their return on investment (ROI). Firms will
have to decide for themselves on the right choice and se-
quence of strategies, but progressing from known knowns, to
known unknowns, to unknown unknowns is likely to be the
investment path most palatable to business leaders and the
most effective at shoring up cybersecurity itself. That is why
I have borrowed this trifurcated framework, which comes from
the engineering and project management trades, despite its
association with former U.S. Defense Secretary Donald
Rumsfeld’s famous press conference.47

Part of this Note’s novelty owes to its medial levels of
breadth and depth. Some cybersecurity resources presume so
much technical knowledge, or they go into such great detail
on just one or two issues, that it is enough to make most peo-
ple go cross-eyed. Other primers are too short and general.
They see the forest for the trees, but fail to flag important de-
tails, contextualize recommendations, or debate new practices.
I try to chart a practical middle ground.

My focus here is strategy, not law, although they inter-
twine. I will list sources of potential cybersecurity liability in
the United States,48 but rather than spelling out what all the
relevant laws, agencies, and cases mean for different kinds of
businesses, I emphasize strategies informed by empirical data,

46. Within this “un/known un/knowns” framework, the first adjective re-
fers to what the cybersecurity industry already knows. The following nouns
refer to things like threats, vulnerabilities, controls, probabilities, and magni-
tudes.

47. Alberto Feduzi & Jochen Runde, Uncovering Unknown Unknowns: To-
wards a Baconian Approach to Management Decision-Making, 124 ORGANIZA-

TIONAL BEHAV. & HUM. DECISION PROCESSES, 268, 268 (2014) (mentioning
the history of the phrase “unknown unknowns”).

48. See infra Part I.B.
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anecdotes, experience, and best practices, and that are aimed
at enhancing cybersecurity compliance, risk management, and
governance. Four reasons counsel this approach. Some laws,
like HIPAA, are so sector-specific and complex that they re-
quire whole books to do them justice.49 Moreover, the legal
playing field is overdue for a substantial overhaul50—there has
been no major cybersecurity legislation in over a decade,51 but
about fifty such bills have floated around Congress,52 so a reg-
ulatory treatise would soon become outdated. Third, this
Note’s target audience includes directors and senior manag-
ers, and they need to be conversant with broad strategies
rather than minutiae. 53 “Managing this shifting landscape re-
quires executives, including at the board and senior leader-
ship level, not only to confirm that adequate technological de-
fenses are in place, but also to think strategically regarding how
to create and implement corporate governance, and commu-
nication and response structures, to manage cyber risk.”54

Lastly, mere regulatory compliance is not enough. American
cybersecurity law is so far behind reality, and threats evolve so
much faster than law, that regulatory requirements in many
industries are too vague or minimal to be sufficient for proper
cybersecurity.55 KPMG admonishes that for cybersecurity, “it is

49. See, e.g., KEVIN BEAVER, THE PRACTICAL GUIDE TO HIPAA PRIVACY AND

SECURITY COMPLIANCE (2003).
50. Editorial Board, Congress is Overdue in Dealing with the Cybersecurity

Threat, WASH. POST (July 13, 2014), http://www.washingtonpost.com/opin
ions/congress-is-overdue-in-dealing-with-the-cybersecurity-threat/2014/07/
13/2dc20bb2-0841-11e4-8a6a-19355c7e870a_story.html.

51. SINGER & FRIEDMAN, supra note 4, at 8.
52. Id.
53. Clint Boulton, Target Breach Fallout Shows CEOs, CIOs Share Cyber-

security Stakes, WALL ST. J. (May 5, 2014, 6:01 PM), http://blogs.wsj.com/cio/
2014/05/05/target-breach-fallout-shows-ceos-cios-share-cybersecurity-stakes
(citing an analyst who claims that “[w]hile CEOs don’t have to know how to
code, they must have an understanding of cybersecurity strategy.”)

54. Judith H. Germano & Zachary K. Goldman, After the Breach: Cyber-
security Liability Risk, THE CENTER ON LAW AND SECURITY 1 (2014), http://
www.lawandsecurity.org/Portals/0/Documents/CLS%20After%20the%20
Breach%20Final.pdf (emphasis added).

55. Erin McCann, In Data Security, Compliance Is Not Everything, HEALTH-

CARE PAYER NEWS (Aug. 6, 2014), http://www.healthcarepayernews.com/
content/data-security-compliance-not-everything (quoting the CIO of Aetna
saying, “If you have an information security program that satisfies all the
regulatory requirements, that’s like the first level of maturity you want to
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counterproductive to view compliance as the ultimate
goal . . . .”56

I.
FIRMS WITH NONEXISTENT OR LOW-MATURITY CYBERSECURITY

PROGRAMS SHOULD FOCUS ON THE KNOWN KNOWNS

A. Lock Your Doors
When clients order a black car service, the livery company

often enters their personal and financial information into an
online client database. Many such livery companies pay the
same firm, CorporateCarOnline, to host that database. In
November 2013, hackers stole all of the client records stored
with CorporateCarOnline, including 850,000 sets of consumer
credit cards, names, and addresses. It was not difficult. The
firm had archived all that data in an unencrypted plain text
file,57 and they had not updated their firewall in eight

achieve, but it’s not at all effective from a risk management standpoint to
support the needs of protecting customers’ information.”); Ben Dipietro,
NIST Is Starting Point for Cybersecurity, WALL ST. J. (Aug. 12, 2014, 3:26 PM),
http://blogs.wsj.com/riskandcompliance/2014/08/12/nist-is-just-starting-
point-for-cybersecurity (explaining that many financial services firms go be-
yond government’s laws and recommendations); Carl Dombek, On Cyber-
security, Experts Agree: Compliance with Standards is Not Enough, TRANSMISSION

HUB (July 17, 2012), http://www.transmissionhub.com/articles/2012/07/
on-cybersecurity-experts-agree-compliance-with-standards-is-not-enough.
html (summarizing testimony from utilities industry experts before the
Senate Energy and Natural Resources Committee’s July 17, 2012 hearing on
“Cybersecurity and the Grid” that “cybersecurity standards are important but
. . . compliance with such standards is not enough to protect the nation’s
critical infrastructure.”); M-Trends 2010: The Advanced Persistent Threat,
MANDIANT 25, https://www.mandiant.com/resources/mandiant-reports (fol-
low the “M-Trends® 2010” hyperlink; complete and submit the form to re-
quest an email bearing the url for downloading the report) (stating that
“[o]rganizations that take information security seriously and move beyond
just meeting compliance guidelines have the best chance of detecting and
remediating the advanced persistent threat[s],” which are the increasingly
common Ocean’s 11-style threats where hackers with complementary spe-
cialties coordinate to target specific victims).

56. The Five Most Common Cyber Security Mistakes: Management’s Perspective
on Cyber Security, KPMG 9 (2013), http://www.kpmg.com/Global/en/Issues
AndInsights/ArticlesPublications/Documents/five-most-common-cyber-se
curity-mistakes.pdf [hereinafter Common Cyber Security Mistakes].

57. Brian Krebs, Hackers Take Limo Service Firm for a Ride, KREBS ON

SECURITY (Nov. 4, 2013), http://krebsonsecurity.com/2013/11/hackers-
take-limo-service-firm-for-a-ride.
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years.58 That is like leaving a car unlocked on a busy street with
the keys in the ignition.

CorporateCarOnline had little to no cybersecurity pro-
gram. It represents the lowest level of cybersecurity maturity.
Such firms have only a spotty awareness, if any, of their cyber
risks, vulnerabilities, threats, and controls. They have assigned
cybersecurity responsibilities haphazardly, if at all, so any
breaches lead to finger-pointing. These firms have taken few
(if any) steps to create or test an incident-response process. At
best, company leaders only barely consider cybersecurity or
their responsibilities for supporting it. Maybe, especially at
smaller firms, business leaders actually have the nagging sense
that they should do something about cybersecurity, but they
suffer from “analysis paralysis” and do not know where to
start.59

How common is this lackadaisical posture? Surprisingly
so, if board-level oversight and management integration is any
indication. A 2012 corporate governance survey by Carnegie
Mellon found that of North American respondents, eighty-one
percent “rarely/never review annual [cybersecurity] budgets,”
sixty-seven percent “rarely/never review [cybersecurity] roles
& responsibilities,” fifty-six percent “rarely/never review top-
level [cybersecurity] policies,” and thirty-seven percent
“rarely/never review security program assessments.”60 Notably,
seventy-five percent of all survey respondents were from criti-
cal infrastructure sectors at high risk, including: finance; en-
ergy and utilities; IT and telecom; and manufacturing.61 By
2014, a larger fraction of boards reported cybersecurity in-
volvement, but they are still the minority.62 Fifty-five percent of

58. Martha Mendoza, Limo Firm Hacked; Politician, Celeb Data Breached, YA-

HOO! NEWS (Nov. 5, 2013), http://news.yahoo.com/limo-firm-hacked-
politician-celeb-data-breached-202039785--finance.html.

59. Managing Cyber Risks, supra note 3, at 20.
60. Jody R. Westby, Governance of Enterprise Security: CyLab 2012 Report—

How Boards & Senior Executives Are Managing Cyber Risks, CARNEGIE MELLON

CYLAB 17 (May 16, 2012), http://globalcyberrisk.com/wp-content/uploads/
2012/08/CMU-GOVERNANCE-RPT-2012-FINAL1.pdf.

61. Id. at 5.
62. Managing Cyber Risks, supra note 3, at 28 (“42% of [survey] respon-

dents say their board actively participates in the overall security strategy and
36% say the board is involved in security policies. Just 25% say boards are
involved in review of current security and privacy threats—a crucial compo-
nent of effective information security.”).
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general counsel responding to an FTI Consulting study said
that “data security was their top concern,” but thirty-three per-
cent believe their boards “are not adequately managing cyber
risk.”63 General counsel are underinvolved too, according to
the New York Department of Financial Services (NYDFS),
which found that only twenty-nine percent reportedly partici-
pate in their firm’s cybersecurity governance structure.64 Lack-
adaisical firms are still commonplace.

Even if they do not have integrated cybersecurity manage-
ment processes, some of these companies might still have con-
text-appropriate cybersecurity. Two examples suggest that
many do not, though. First, a 2014 study found that over sixty-
three percent of businesses store credit and ATM card numbers
unencrypted.65 Allegedly, one of them was Home Depot.66

This practice violates the Payment Card Industry Data Security
Standard requirements,67 and plaintiffs alleged that it allowed
hackers to steal forty-five million consumer credit cards from
The TJX Companies, Inc. in 2006.68 Sixty-three percent is “an
outrageous number of businesses committing a serious secur-
ity faux pas. Unprotected card data is the ‘low hanging fruit’

63. Caponi & Sloan, Part II, supra note 5 (citation omitted).
64. Angelica Angelovska-Wilson et al., Banking On Cybersecurity: New York

State Introduces New Assessment Measures, MONDAQ (May 9 2014), http://www.
mondaq.com/unitedstates/x/312398/Financial+Services/Banking+on+Cy
bersecurity+New+York+State+Introduces+New+Assessment+Measures.

65. Dan Virgillito, Lax Security Puts Unencrypted Credit Card Data at Risk,
VPN CREATIVE (July 21, 2014, 12:15 PM), http://vpncreative.net/2014/07/
21/lax-security-unencrypted-credit-card-data.

66. Ben Elgin, Michael Riley, & Dune Lawrence, Former Home Depot Man-
agers Depict ‘C-Level’ Security Before the Hack, BLOOMBERG BUSINESSWEEK (Sept.
12, 2014), http://www.businessweek.com/articles/2014-09-12/home-depot-
didnt-encrypt-credit-card-data-former-workers-say.

67. Virgillito, supra note 65. See also PCI Data Storage Do’s and Don’ts, PCI
STANDARDS SECURITY COUNCIL 2 (Oct. 2008), https://www.pcisecuritystand
ards.org/pdfs/pci_fs_data_storage.pdf (“At a minimum, PCI DSS requires
PAN to be rendered unreadable anywhere it is stored . . . . Use Encryption:
Encrypted data is unreadable and unusable to a system intruder without the
proper cryptographic keys.”).

68. Germano & Goldman, supra note 54, at 5. See also La. Mun. Police
Emp.’s Ret. Sys. v. Alvarez, C.A. No. 5620-VCN, 2010 WL 2709960 (Del. Ch.
Filed July 2, 2010), ¶¶ 26–30.
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that is ripe for easy picking, and it is what attackers first look
for when they hack a business.”69

Similarly, Windows users displayed a muted response to
the “Conficker” worm that spread to seven million computers
in 2008, including those at Southwest Airlines and the French
Navy. Many people and firms failed to install the requisite free
security updates that could have prevented the worm’s
spread.70 For smaller organizations, installing minor updates is
usually simple and requires no more than a day of computer
system downtime. It is an effective control that the cyber-
security industry knows users can and should do—a known
known. (“When we tell you to apply updates we are not telling
you to mend your ship. We are telling you to keep bailing
before the water gets to your neck.”71) So when Microsoft dis-
covered the vulnerability that Conficker exploited, it moved
quickly to announce and offer a software update. But thirty
percent of Windows users did not bother to patch their sys-
tems.72 And the phenomenon reoccurred a few years later:
many firms running critical public infrastructure did not in-
stall the software update that closed known loopholes exposed
by “Stuxnet,”73 the virus engineered by U.S. and Israeli intelli-
gence agencies to destroy Iranian nuclear research facilities.74

Taken together, these examples suggest that firms without
cybersecurity management programs have inadequate cyber-
security. Eventually, these lackadaisical firms should undertake
an enterprise-wide cybersecurity risk assessment,75 as outlined

69. Infographic—63% of Businesses Don’t Encrypt Credit Cards, SECURI-

TYMETRICS BLOG (July 18, 2014), http://blog.securitymetrics.com/2014/07/
businesses-dont-encrypt-credit-cards.html.

70. Specifically, an operating system (OS), such as Microsoft’s Windows
or Apple’s Mavericks, routinely requires software updates to patch known
security bugs. As long as it is only a minor update, like moving from
Windows 7.1.1 to 7.1.2 rather than from 7 to 8, proper installation on
desktop computers is usually as easy as backing up a computer, downloading
a free software update, and clicking a few buttons to install the update.

71. Quinn Norton, supra note 2.
72. SINGER & FRIEDMAN, supra note 4, at 72–73.
73. Id. at 158.
74. Id. at 298.
75. The risk-management approach to cybersecurity is considered best

practice. See GEOFFREY P. MILLER, THE LAW OF GOVERNANCE, RISK MANAGE-

MENT AND COMPLIANCE 406–07 (2014); NAT’L INST. FOR STANDARDS & TECH.,
supra note 45.
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in the next section.76 That takes time and coordination. In the
meantime, there are a number of simple steps most firms need
to take yesterday, just to ensure a minimal threshold of “cyber
hygiene”:77

a) Safeguard computers with locked and safe
workspaces;

b) Use strong passwords;
c) Update and patch operating systems;
d) Employ updated firewalls;
e) Run updated anti-malware software (i.e., anti-

virus, anti-spyware, and anti-adware);
f) Beware of spam;
g) Back up systems;
h) Shred discarded sensitive paper documents;
i) Beware of shared networks in and out of the

office;
j) Use passwords and screenlocks for mobile

devices; and
k) Do not ignore security problems when they

arise.78

We can supplement this 2005 list with recent additions
like instituting a company-wide policy for managing mobile
devices.79 The list requires updating, too. As the recent hack
and disclosure of Hollywood celebrities’ nude photos demon-
strated, “use strong passwords” now means employees, busi-
ness partners, and customers should be using multifactor au-
thentication80 wherever possible (such as two-step authentica-

76. See infra Part II.A.
77. John Brennan, Cybersecurity Awareness Month Part III, THE WHITE

HOUSE BLOG (Oct. 19, 2009), http://www.whitehouse.gov/blog/Cybersecur
ity-Awareness-Month-Part-III (using this term).

78. ALAN CALDER, A BUSINESS GUIDE TO INFORMATION SECURITY 23–44
(2005). This book also details how to implement each step.

79. Creating A Successful BYOD Policy, SYMANTEC, http://www.emea.syman
tec.com/web/BYODPolicy (last visited July 15, 2014).

80. Intego offers a good definition of multifactor authentication:
“[There are] three types of things you can use to verify that you are who you
say you are. By far the most common . . . [is] ‘what you know’—that is usu-
ally something like a username and password . . . . The other two types are
. . . ‘what you have,’ such as a piece of hardware like a phone or a key fob,
and ‘what you are,’ such as a fingerprint scan . . . . Multi-factor authentica-
tion involves two or more of the[se] different types of authentication.” Lysa
Myers, What is Multi-Factor Authentication, and How Will It Change in the Fu-
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tion to reset account passwords),81 not just choosing and
safeguarding passwords carefully.82 “Beware of shared net-
works” now requires strengthening the security of hardware
like Wi-Fi routers, since eighty percent of Amazon’s best-sell-
ing wireless router models in the “Small Office/Home Office”
category ship with known security vulnerabilities.83 “Do not

ture?, INTEGO (Aug. 17, 2012), http://www.intego.com/mac-security-blog/
what-is-multi-factor-authentication-and-how-will-it-change-in-the-future.

81. Stephanie Mlot, Apple Expands Two-Factor Authentication to iCloud Back-
ups, PCMAG (Sept. 17, 2014, 10:50 AM), http://www.pcmag.com/article2/
0,2817,2468690,00.asp (explaining that Apple started offering customers
two-factor authentication on their iCloud accounts after hackers accessed
celebrities’ private photos via iCloud). See also Whitston Gordon, Here’s Every-
where You Should Enable Two-Factor Authentication Right Now, LIFEHACKER (Dec.
10, 2013, 4:00 AM), http://lifehacker.com/5938565/heres-everywhere-you-
should-enable-two-factor-authentication-right-now (outlining the necessity
and utility of two-factor authentication, and listing all the accounts where
consumers should enable it).

82. Nicole Perlroth, How to Devise Passwords That Drive Hackers Away, N.Y.
TIMES, Nov. 7, 2012, at B8, available at http://www.nytimes.com/2012/11/
08/technology/personaltech/how-to-devise-passwords-that-drive-hackers-aw
ay.html?pagewanted=all&_r=0. See also Password Strength, XKCD, http://xkcd
.com/936 (last visited Sept. 16, 2014) (explaining how to generate passwords
that are easy to remember and hard to guess). Also, another underused tool
for archiving passwords securely is mnemonic devices that only a password’s
creator understands. For example, if my password is “2Al-
dencordovanboots!” I could easily remind myself of it by recording it as
“number of feet + my favorite shoe brand + horse leather + type of shoe!,”
and no thief who gets their hands on that mnemonic reminder could de-
code it without an intimate knowledge of my sartorial preferences.

83. Shelly Boose, Majority of SOHO Wireless Routers Have Security Vulnerabil-
ities, TRIPWIRE (Feb. 24, 2014), http://www.tripwire.com/state-of-security/
top-security-stories/majority-soho-wireless-routers-security-vulnerabilities.
For example, hackers publicly posted 13,000 vulnerable IP addresses
gleaned from routers manufactured by Asus. Seth Rosenblatt, Asus Router
Vulnerabilities Go Unfixed Despite Reports, CNET (Feb. 18, 2014, 4:50 PM),
http://www.cnet.com/news/asus-router-vulnerabilities-go-unfixed-despite-
reports; see also Guest, ASUS Dirlist Vulnerable IP List, PASTEBIN (Feb. 4, 2014),
http://pastebin.com/ASfYTWgw (listing the stolen IP addresses). If the
plaintiffs’ bar can identify sizable concomitant harms or aggregate small
ones not covered by customer service agreements, they could have a field
day suing: the manufacturers of wireless routers with publicly documented
but unpatched vulnerabilities, the Internet Service Providers who distribute
those routers to customers, or others.
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ignore security problems” now means that even tepid re-
sponses are sometimes illegally insufficient.84

In the cybersecurity community, all of this is conventional
wisdom. These are known knowns—fast, relatively cheap,
mostly context-independent, and proven effective at plugging
simple cyber vulnerabilities85 known to exist at most compa-
nies. With limited exceptions, there is very little decisionmak-
ing required at this first stage. I think it would not be difficult
to establish a consensus among expert witnesses that most, if
not all, of these simple steps are probably necessary, though
perhaps not sufficient, for “reasonable” or “adequate” data se-
curity at most any Internet-connected business. Instead, the
biggest challenge with lackadaisical firms is convincing their
leadership to take cybersecurity seriously enough to get
started.

B. Persuade Company Leadership to Care
Firstly, firms should take basic cybersecurity steps out of

mere self-interest.
There are many sources of potential legal liability for

poor cybersecurity in the United States. They arise in statutory,
regulatory, and common law pertaining both to data breaches
and firms’ responses, including the substance and scheduling
of their notice and disclosure.86 Potential plaintiffs include the
FTC, SEC, DOJ, CFPB, FCC, HHS, company shareholders,

84. For example, the First Circuit decided that People’s United Bank’s
electronic-transfer security was “commercially unreasonable” in violation of
the UCC because the bank merely flagged six fraudulent transactions, rather
than notifying affected customers or blocking the transfers. Patco Constr.
Co., Inc. v. People’s United Bank, 684 F.3d 197, 213 (1st Cir. 2012).

85. A note on the terms of art: “When discussing cyber incidents or fears
of potential incidents, it is important to separate the idea of vulnerability
from threat. An unlocked door is a vulnerability, but not a threat if no one
wants to enter. Conversely, one vulnerability can lead to many threats: that
unlocked door could lead to terrorists sneaking in a bomb, competitors
walking out with trade secrets, thieves purloining valuable goods . . . .”
SINGER & FRIEDMAN, supra note 4, at 37–38.

86. Germano & Goldman, supra note 54, at 2. Cases to watch regarding
breach disclosure include the ones against Target, such as the class actions
brought by plaintiff-customers and the shareholder derivative suit. E.g.,
Complaint, at *2, ¶ 4, Collier v. Steinhafel, No. 0:14cv00266, 2014 WL
321798 (D.Minn. Jan. 29, 2014) (alleging that Target “bungled” its response
to the massive data breach).
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State Attorneys General, and people or firms whose data has
been breached.87 Plaintiffs’ claims are based on allegations of
security measures so inadequate as to constitute unfair or de-
ceptive practices,88 breach of implied contract for failure to
take reasonable measures to protect consumers’ informa-
tion,89 negligence,90 negligent misrepresentation,91 breach of
fiduciary duty,92 breach of the duty of care,93 and unjust en-
richment,94 among other theories.95

Though administrative agencies like the FTC and SEC are
increasingly aggressive about data security, they are also willing
to negotiate. Federal Trade Commission v. Wyndham Worldwide

87. Germano & Goldman, supra note 54, at 1.
88. E.g., Fed. Trade Comm’n v. Wyndham Worldwide Corp., No. 13-cv-

01887, 2014 WL 1349019, at *20 (D.N.J. Apr. 7, 2014), interlocutory appeal
granted, 14-3514 (3d Cir. 2014).

89. E.g., Anderson v. Hannaford Bros. Co., 659 F.3d 151, 158–59 (1st Cir.
2011).

90. E.g., Lone Star Nat’l Bank, N.A. v. Heartland Payment Sys., Inc., 729
F.3d 421, 423 (5th Cir. 2013).

91. E.g., In re TJX Companies Retail Sec. Breach Litig., 564 F.3d 489, 494
(1st Cir. 2009).

92. E.g., La. Mun. Police Emp.’s Ret. Sys. v. Alvarez, No. 5620, 2010 WL
2709960, at *1, ¶ 2 (Del. Ch. July 2, 2010).

93. The well-known Caremark decision sets a low bar, but it creates liabil-
ity for directors that, in breach of their duty of care, either do not set up any
cybersecurity compliance program or completely fail to monitor it. See In re
Caremark Int’l Inc. Derivative Litig., 698 A.2d 959 (Del. Ch. 1996). See also
David Katz & Laura McIntosh, Cybersecurity Risks and the Board of Directors, N.Y.
L.J. (Nov. 29, 2012), available at http://www.wlrk.com/webdocs/wlrknew/
AttorneyPubs/WLRK.22213.12.pdf (applying Caremark to cybersecurity).
Under Delaware law, a 102(b)(7) provision will not protect the board from
liability for breaching this duty of loyalty. In re Goldman Sachs Grp., Inc.
S’holder Litig., No. 5215, 2011 WL 4826104, at *18 (Del. Ch. Oct. 12, 2011).

94. E.g., Plaintiffs’ Unopposed Motion and Memorandum in Support of
Preliminary Approval of Class Action Settlement, Curry v. AvMed, Inc., No.
1:10-cv-24513, at 4 (S.D. Fla. Oct. 21, 2013), available at http://www.data
securitylawjournal.com/files/2013/10/Resnick-Unopposed-Motion-in-Sup
port-of-Settlement-.pdf (allowing plaintiffs’ unjust enrichment claim to pro-
ceed on remand).

95. See Germano & Goldman, supra note 54, at 2 (providing part of this
list). Other sources discuss cases giving rise to cybersecurity liability in
greater depth. See, e.g., id. at 3–5; DOUGLAS H. MEAL & DAVID T. COHEN,
Private Data Security Breach Litigation in the United States, in PRIVACY AND SUR-

VEILLANCE LEGAL ISSUES: LEADING LAWYERS ON NAVIGATING CHANGES IN SE-

CURITY PROGRAM REQUIREMENTS AND HELPING CLIENTS PREVENT BREACHES

101–24 (2014).
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Corp. recently affirmed the FTC’s standing, under § 5 of the
Federal Trade Commission Act, to sue companies that experi-
ence breaches of private consumer information.96 Under that
authority, the FTC brought and settled claims with defendants
Credit Karma and Fandango for failing to take reasonable
steps to secure their mobile apps.97 Both firms agreed, among
other things, to submit to independent security audits every
other year for the next twenty years.98 As for the SEC, it built
cybersecurity risk-disclosure requirements into existing disclo-
sure rules for public companies99—leading over 1,500 firms
traded on the NYSE or NASDAQ to list “some version of the
words cybersecurity, hacking, hackers, cyberattacks or data
breach as a business risk in securities filings” submitted in just
the first half of 2014.100 The SEC’s Office of Compliance In-
spections and Examinations is also inspecting cybersecurity at
a sampling of broker-dealers and investment advisors on Wall
Street according to a template of preventative cybersecurity
measures it recently published.101 However, the SEC is willing

96. Fed. Trade Comm’n v. Wyndham Worldwide Corp., No. 13-cv-01887,
2014 WL 1349019, at *20 (D.N.J. Apr. 7, 2014), interlocutory appeal granted, 14-
3514 (3d Cir. 2014). See also Decision and Order, In the Matter of Dave &
Buster’s, Inc., No. C-4291 (F.T.C. May 20, 2010) (agreeing to settle charges
brought under this authority).

97. Fandango, Credit Karma Settle FTC Charges That They Deceived Consumers
by Failing to Securely Transmit Sensitive Personal Information, FTC (Mar. 28,
2014), http://www.ftc.gov/news-events/pressreleases/2014/03/fandango-cr
edit-karma-settle-ftc-charges-they-deceived-consumers.

98. Id.
99. MILLER, supra note 75, at 417. See also SEC. & EXCH. COMM’N, CF

DISCLOSURE GUIDANCE: TOPIC NO. 2, CYBERSECURITY (Oct. 13, 2011) (regard-
ing obligatory disclosure of cybersecurity risk and incidents); 17 C.F.R.
§§ 243.100-103 (2011) (barring selective disclosure of material nonpublic in-
formation); and 17 C.F.R. § 240.17a-4 (2014) (requiring brokers to retain
trading records for six years).

100. Danny Yadron, Corporate Boards Race to Shore Up Cybersecurity, WALL ST.
J. (June 29, 2014), http://online.wsj.com/articles/boards-race-to-bolster-
cybersecurity-1404086146. This was almost double the number of such men-
tions tallied in all of 2012. Id.

101. Abel Picardi, Insight: SEC Cyber-Risk Exam Guidelines Set Template For
Firms, REUTERS (May 6, 2014, 9:50 PM), http://blogs.reuters.com/financial-
regulatory-forum/2014/05/06/insight-sec-cyber-risk-exam-guidelines-set-
template-for-firms; see also SEC. & EXCH. COMM’N OFFICE OF COMPLIANCE IN-

SPECTIONS & EXAMINATIONS, OCIE CYBERSECURITY INITIATIVE (Apr. 15, 2014),
http://www.sec.gov/ocie/announcement/Cybersecurity+Risk+Alert++%25
26+Appendix+-+4.15.14.pdf.
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to negotiate reduced fines for companies that, after a breach,
are proactive about notifying customers, enhancing internal
security, and providing theft and identity protection.102

Other sources of corporate cybersecurity liability include
§ 501 of the Gramm-Leach-Bliley Act (concerning consumer
financial data),103 the Fair Credit Reporting Act (concerning
consumer credit data and identity theft),104 § 404 of the
Sarbanes-Oxley Act (requiring that companies safeguard their
information),105 guidelines from the FFIEC,106 and HIPAA.107

Individual lawyers can face cybersecurity liability under the
Model Rules of Professional Conduct 1.6(c).108

And that is just U.S. law—the world is a patchwork of
cybersecurity and data protection laws, with the European

102. MILLER, supra note 75, at 408. For example, “WellPoint is the largest
independent licensee of the Blue Cross and Blue Shield Association,” and
because of their relatively aggressive post-breach response, that $2.65B com-
pany was fined only $1.7M for impermissibly disclosing the names, social
security numbers, phone numbers, addresses, date of birth, and health infor-
mation for about 612,000 people. Id.

103. Gramm-Leach-Bliley Act, 15 U.S.C. § 6801 (1999).
104. Fair Credit Reporting Act, 15 U.S.C. § 1681 (1970).
105. Sarbanes-Oxley Act of 2002, Pub. L. No. 107-204, 116 Stat. 745 (codi-

fied in scattered sections of 15 & 18 U.S.C.).
106. Interagency Guidelines Establishing Information Security Standards,

12 C.F.R. § 570 App. B (2006).
107. “The Department of Health and Human Services (HHS) has imple-

mented HIPAA’s data protection provisions through two principal rules.
The Privacy Rule, 45 C.F.R. §§ 164.500-164.534 (2013), deals with all media
in which health-related information is stored. The Security Rule, 45 C.F.R.
§§ 164.302-164.318 (2013), deals specifically with electronic medical infor-
mation (‘Electronic Protected Health Information’ or ‘ePHI’).” MILLER,
supra note 75, at 403. According to Acosta v. Byrum 180 N.C. App. 562, 638
S.E. 2d 246 (2006), HIPAA’s procedures can also work as a standard of the
duty of care in negligence suits—and even a standard for negligence per se
pled under state law. See also I.S. v. Washington University, No. 4:11 cv 235,
2011 WL 2433585 (E.D. Mo. 2011). For a list of resolution agreements and
civil monetary penalties resulting from HHS’s enforcement of HIPPA, see
Case Examples and Resolution Agreements, U.S. DEP’T OF HEALTH & HUMAN SER-

VICES, http://www.hhs.gov/ocr/privacy/hipaa/enforcement/examples/in
dex.html (last visited Sept. 16, 2014).

108. Added in 2012, it requires that “[a] lawyer shall make reasonable ef-
forts to prevent the inadvertent or unauthorized disclosure of, or unautho-
rized access to, information relating to the representation of a client.”
MILLER, supra note 75, at 419.
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Union’s among the most stringent.109 In fact, the European
Union Court of Justice recently found that U.S.-based Google
Inc.—not just Google’s Spanish affiliate—is subject to a Span-
ish data protection law,110 which means “international compa-
nies . . . [might] now find themselves subject to the reach of
different national data protection laws in the EU.”111

Continuing the arguments for self-interest, the magnitude
of the risks is high too. The cybersecurity breach at Target de-
creased fourth-quarter profit in 2013 by forty-six percent com-
pared to Q4 2012.112 Also, under the UCC, some businesses
whose financial accounts get hacked and drained are not enti-
tled to get that money back from their bank.113

Perhaps many lackadaisical companies fail to appreciate
these self-interested reasons partly because they do not under-
stand the likelihood of a breach. This is especially true of small
businesses, despite the aforementioned risk that poor cyber-
security will bankrupt or otherwise hurt them.114 Large busi-
nesses lack awareness too, according to Dmitri Alperovitch,
the cyber forensics expert who discovered “Shady RAT,” one of
the largest data thefts by volume (hitting seventy-two targets
over five years).115 He believes cyber theft at big companies is
even more prevalent than what he uncovered. “I divide the
entire set of Fortune Global 2000 firms into two categories,”
he said. “Those that know they’ve been compromised and
those that don’t yet know.”116

109. Data Protection Laws of the World, DLA PIPER, http://www.dlapiper
dataprotection.com (last visited Aug. 4, 2014) (summarizing data protection
legislation for seventy-two countries).

110. Case C-131/12, Google Spain SL v. Agencia Española de Protección
de Datos (May 13, 2014), available at http://curia.europa.eu/juris/docu
ments.jsf?num=C-131/12.

111. Germano & Goldman, supra note 54, at 2.
112. Brian Krebs, Target Breach, by the Numbers, KREBS ON SECURITY (May 6,

2014), http://krebsonsecurity.com/2014/05/the-target-breach-by-the-num
bers.

113. Kenneth F. Ehrlich et al., Federal Court Rules That Bank Is Not Liable In
Wire Transfer Fraud Case, LEXOLOGY (Apr. 30, 2013), http://www.lexology.
com/library/detail.aspx?g=e46f9962-d1f6-4aac-a0f1-20538b1d19e8.

114. Strohmeyer, supra note 34.
115. Targets included national security agencies, solar energy resources, a

major U.S. news organization, and the World Anti-Doping Agency. SINGER &
FRIEDMAN, supra note 4, at 92.

116. Id. at 94.
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That said, persuading firms to strengthen their security
programs will become less necessary as better cybersecurity be-
comes less voluntary. For one thing, market pressures are
pushing businesses towards better cybersecurity in order to re-
main competitive. Astute observers will notice, for example,
that hackers used login credentials stolen from trusted ven-
dors to breach Target117 and Home Depot.118 Lackadaisical
companies that depend on big contracts might therefore be
shouldered aside by competitors whose strong cybersecurity
gives them an advantage in contract bidding. Currently, only
fifty percent of one survey’s respondents said they perform
risk assessments on third-party vendors119—Pricewaterhouse
Coopers characterizes the other half as “behind the
curve”120—but larger and more cyber-aware firms and govern-
ment agencies are beginning to require vendors to certify
cybersecurity protections.121

Market pressure aside, cybersecurity regulation is increas-
ing. Thanks especially to the Target breach, there is renewed
impetus for federalizing U.S. breach notification require-
ments,122 superseding the current patchwork of over forty-six
separate state notification laws.123 State regulators are getting
in the game, too. The New York State Department of Financial
Services recently released a report that “directs the DFS to
regularly conduct targeted cybersecurity infrastructure

117. See Brian Krebs, Target Hackers Broke in Via HVAC Company, KREBS ON

SECURITY (Feb. 5, 2014), http://krebsonsecurity.com/2014/02/target-hack
ers-broke-in-via-hvac-company.

118. Nicole Perlroth, Home Depot Says Hackers Also Stole Email Addresses,
supra note 18.

119. Managing Cyber Risks, supra note 3, at 25.
120. Id.
121. Matthew Goldstein, Law Firms Are Pressed on Security for Data, N.Y.

TIMES, Mar. 27, 2014, at B1, available at http://dealbook.nytimes.com/2014/
03/26/law-firms-scrutinized-as-hacking-increases/?_r=0.

122. Schuyler Velasco, Eric Holder Urges New Laws For Data Breaches After
Target Attack, CHRISTIAN SCIENCE MONITOR (Feb. 24, 2014), http://www.
csmonitor.com/Business/2014/0224/Eric-Holder-urges-new-laws-for-data-
breaches-after-Target-attack-video.

123. MILLER, supra note 75, at 391. This will also make some hacks less
profitable—stolen credit and ATM card information or personal identifying
information loses its resale value on the online black market as victims and
banks report cards stolen and freeze any new lines of credit in their name.
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assessments on the 154 banking entities within its purview.”124

After terrorist hacks on critical infrastructure scare voters, po-
litical candidates might even campaign on cybersecurity regu-
lation.125

Besides self-interest, and either market or regulatory pres-
sure, lackadaisical companies should reform because poor
cyber hygiene taxes everyone. Many businesses (and private
citizens) erroneously assume that their networks and data will
not be hacked because they are relatively anonymous within
the global computer network or because their computers do
not house much of value. They further assume that if they are
hacked, they alone will bear the costs. Both assumptions are
false. And, as explained below, these misunderstandings are
bad for the market and national security. Where these firms
do not internalize the costs of their bad behavior, a moral haz-
ard penalizes the public—like pollution. Businesses should
start treating cybersecurity as a matter of corporate social re-
sponsibility.126

For starters, the issue is not how big a player you are. Ano-
nymity, or so-called “security by obscurity,” is only a good de-
fense if the attackers are humans pursuing specific targets like
cat burglars casing jewelry stores. That is not how many of to-
day’s cyber threats operate, though. Self-guided computer pro-
grams like viruses and bots automatically scan the Internet for
vulnerabilities and then net low-value assets en masse.127 Mali-
cious software can find, crack, and then scrape or hijack swaths

124. Angela Angelovska-Wilson et al., Banking On Cybersecurity: New York
State Introduces New Assessment Measures, MONDAQ (May 9, 2014), http://www.
mondaq.com/unitedstates/x/312398/Financial+Services/Banking+on+Cy
bersecurity+New+York+State+Introduces+New+Assessment+Measures.

125. Dominic Basulto, When Will Cybersecurity Become a Major Campaign Is-
sue?, WASH. POST (Nov. 5, 2013), http://www.washingtonpost.com/blogs/in
novations/wp/2013/11/05/when-will-cybersecurity-become-a-major-cam
paign-issue.

126. Scott Shackelford, Sustainable Cybersecurity: Applying Lessons from the
Green Movement to Managing Cyber Attacks (Oct. 11, 2014) (forthcoming 2015)
(unpublished manuscript), available at http://ssrn.com/abstract=2324620.

127. Adam Clark Estes, Hackers Broke Into a Public Utility Control Room by
Guessing a Password, GIZMODO (May 21, 2014), http://gizmodo.com/hackers-
broke-into-a-public-utility-control-room-by-gue-1579595720; see also Stroh-
meyer, supra note 34 (“Small companies can no longer rely on security
through obscurity, because automated hacking tools from all over the world
are constantly scouring the Internet for vulnerable machines.”).
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of Internet-connected computers automatically. This entan-
gles large volumes of even low-profile computers, like catching
fish in a driftnet. Once compromised, almost all computers
are valuable to hackers, especially in the aggregate. Without its
owner’s knowledge, for example, a hacked computer can be
sold for use as a remote web server to host child pornography,
send spam (which is now sixty-six percent of global email),128

or lure people into phishing scams. It can also launch email
attacks, including spear-phishing attempts on coworkers.
A hacked computer might house account credentials for shop-
ping, banking, and stock-trading websites, or perhaps credit
card data stored in browser cookies. Hijacked social media ac-
counts are particularly valuable on the black market these
days.129 Many computers also house virtual goods with resale
value, like online gaming characters. Brian Krebs diagrammed
these and other uses for hacked personal computers:130

128. Symantec Corp., supra note 10, at 81.
129. Bill Gephardt, How Hackers Are Using Your Computer to Make Money on

Instagram, KSL (Aug. 28, 2013), http://www.ksl.com/?sid=26622592.
130. Brian Krebs, The Scrap Value of a Hacked PC, Revisited, KREBS ON SECUR-

ITY (Oct. 15, 2012), http://krebsonsecurity.com/2012/10/the-scrap-value-
of-a-hacked-pc-revisited.
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This diagram lists merely the scrap value of a run-of-the-
mill personal computer. It does not include the assets of a
hacked business computer, such as intellectual property; trade
secrets; and potential pathways through firewalls, intrusion de-
tection systems, or other defenses positioned between a firm’s
internal computing systems and its public-facing “demilita-
rized zone.”131

One of the most profitable and underappreciated uses of
automatically highjacked computers is botnets, which exem-
plify how lackadaisical cybersecurity in the private sector has
ripple effects on public markets and national security.
A botnet is an army of computers that have all been compro-
mised, usually without their owners’ awareness. A single male-
factor can control millions of these machines remotely, di-
recting them to act in unison, or applying their collective com-
putational power to undertake a single task. Botnets can thus
host large websites for selling illicit goods or defrauding peo-
ple.132 They can send hundreds of millions of spam emails,
which in turn sell black-market goods or spread malware—en-
larging the botnet further.133 Botnets can undertake brute-
force attacks, i.e., the automatic guessing of every possible
combination of username and password until one set works.
For example, tens of thousands of individual and business web-
sites built on WordPress software suffered such attacks.134 The
U.S. Department of Homeland Security recently announced
that brute-force attacks on critical infrastructure are growing,
with over 200 reported between October 2012 and May

131. Telephone Interview with Tolga Ergunay, Chief Information Officer
and Assistant Dean for Information and Technology at New York University
School of Law (Sept. 9, 2014).

132. Symantec Corp., supra note 10, at 45.
133. Id.
134. Brian Krebs, Brute Force Attacks Build WordPress Botnet, KREBS ON SECUR-

ITY (Apr. 12, 2013), http://krebsonsecurity.com/2013/04/brute-force-
attacks-build-wordpress-botnet/; Josh Ong, Brute Force Attacks On WordPress
Continue as CloudFlare Fends Off 60m [sic] Requests in 1 Hour, NEXT WEB (Apr.
13, 2013, 1:51 AM), http://thenextweb.com/insider/2013/04/13/brute-
force-attacks-on-wordpress-continue-as-cloudflare-fends-off-60m-requests-in-
1-hour. As a website administrator, I have found that a good defense against
brute-force attacks are open-source software plugins that block (and option-
ally blacklist) any IP address that submits more than a small number of in-
correct passwords.
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2013,135 including one in May of 2014 that successfully pene-
trated a public utility’s control system.136

Relatedly, a botnet can launch distributed denial-of-ser-
vice (DDoS) attacks.137 When this happens, so many com-
puters simultaneously query a website that the site’s server is
overwhelmed and crashes.138 After a DDoS attack, businesses
often face significant downtime. Consequently, hackers will
sometimes use DDoS attacks to extort “protection” payments,
e.g., “That’s a nice website you’ve got there. It’d be a real
shame if anything were to . . . happen [to it].”139 DDoS attacks
can also be used for diversion,140 political protest and activism,
suppression, or cyberwarfare.141 Of the computers that
launched DDoS attacks against Estonia during Russia’s
cyberwarfare in 2007, for example, twenty-five percent were in
an American botnet.142 So, even guileless owners of unde-
fended computers in the United States might be credited with
helping Russia attack Estonia or “helping dangerous Russian
criminals extort money from offshore casinos with DDoS at-
tacks.”143

The underground black market for hacking makes it even
easier to compromise the average random computer. There,
people can advertise, buy, and sell hacking goods and services,
including turnkey tools that require little technical exper-
tise144—“you don’t have to be very smart to do this.”145 In

135. Darlene Storm, Brute-Force Cyberattacks Against Critical Infrastructure,
Energy Industry, Intensify, PCWORLD (July 2, 2013, 1:19 PM), http://www.com
puterworld.com/article/2473941/cybercrime-hacking/brute-force-cyberat
tacks-against-critical-infrastructure-energy-industry-intens.html.

136. Estes, supra note 127.
137. Symantec Corp., supra note 10, at 45.
138. SINGER & FRIEDMAN, supra note 4, at 44.
139. Id. (internal quotation marks and parentheses omitted).
140. Rebecca Lawson, Betty Crocker’s Cyber Crime Recipes That You Can Make

at Home, JUNIPER NETWORKS (Apr. 1, 2014), http://forums.juniper.net/t5/
Security-Mobility-Now/Betty-Crocker-s-Cyber-Crime-Recipes-That-You-Can-
Make-at-Home/ba-p/235264.

141. SINGER & FRIEDMAN, supra note 4, at 45.
142. Id. at 73.
143. Norton, supra note 2.
144. SINGER & FRIEDMAN, supra note 4, at 159; see also Lillian Ablon et al.,

Markets for Cybercrime Tools and Stolen Data: Hackers’ Bazaar, RAND (2014),
http://www.rand.org/content/dam/rand/pubs/research_reports/RR600/
RR610/RAND_RR610.pdf.

145. Strohmeyer, supra note 34.
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2010, for example, three Spanish neophytes created a botnet
twelve million computers strong with some turnkey software
they bought on the black market.146 Hackers also rent out
their botnets to other people with any of the aforementioned
nefarious goals,147 and that can allegedly earn them five
figures an hour.148 Note the division of labor on this black
market: fraudsters and hackers profit from each other despite
their different skillsets. For example, of the forty million credit
cards stolen from Target, an estimated one to three million
“were successfully sold on the black market and used for fraud
[by others] before issuing banks got around to canceling the
rest.”149 At their median black market resale price of $26.85
per stolen card, the sale of two million stolen cards would have
earned Target’s hackers $53.7 million, even if their buyers had
no hacking skills whatsoever.150

So thanks in part to the automated nature of some hacks,
the scrap value of hacked computers, botnets, brute-force and
DDoS attacks, and the underground black market, every
hacked computer has value. Every computer has a bulls-eye on
it as soon as it connects to the Internet. Ignoring these risks
hurts the public through externalities. That is why Wachtell
Lipton attorneys are right when they argue “[t]he board
should . . . vie[w] cybersecurity as a ‘corporate social responsi-
bility.’”151 Firms with computers cannot coherently claim to
take CSR seriously while making almost no effort to manage
their cybersecurity.

The takeaway here is that at the outset, lackadaisical busi-
nesses should focus on the known knowns. Problematically,
the lackadaisical group faces a moral hazard, because the costs
of their inattention and ignorance are not fully internalized.
Besides unwittingly participating in nefarious online schemes,
they facilitate cybersecurity attacks on others, including busi-
nesses, which then pass these costs on to customers, vendors,
and shareholders. This hurts everyone, and it needs to be un-

146. SINGER & FRIEDMAN, supra note 4, at 72.
147. Symantec Corp., supra note 10, at 45.
148. Lauren Hockenson, Black Hat Hacker Claims He Can Make $15k to $20k

an Hour, GIGAOM (Aug. 7, 2013), http://gigaom.com/2013/08/07/black-
hat-hacker-describes-how-he-makes-15k-to-20k-an-hour.

149. Krebs, Target Breach, by the Numbers, supra note 112.
150. Id.
151. Katz & McIntosh, supra note 93, at 2.
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derstood as a matter of corporate social responsibility. Even if
self-interest is not enough to inspire lackadaisical actors, the
negative externalities of their behavior should motivate others
to push them to shape up.

II.
FIRMS WITH MEDIUM-MATURITY CYBERSECURITY PROGRAMS

SHOULD FOCUS ON THE KNOWN UNKNOWNS

Though not lackadaisical, medium-cybersecurity firms
have programs that are lackluster. Here, cybersecurity respon-
sibilities are assigned, but not to anyone with management au-
thority. Response programs are in place, but not tested or re-
vised regularly. Cyber risk is considered, perhaps even by se-
nior leadership, but not systematically. Management
occasionally communicates about cybersecurity, but the staff’s
attention and responses are scattered.

As described below, firms in this group should follow or-
thodox risk-management methods, which focus on the known
unknowns. That is, the cybersecurity industry has already in-
ventoried many major types of cybersecurity risk and identified
best practices for addressing them. Accordingly, the unknown
part that companies must estimate is the likelihood and mag-
nitude of each risk to them. Supplemental strategies that are
potentially useful, especially to firms in this medium-security
category, are enhancing predictions, creating a corporate cul-
ture that complies with cyber risk-management controls, and
involving third parties like cyber insurers.

A. Follow Modern Orthodox Risk Management
Today’s risk-management orthodoxy holds that firms

should perform comprehensive enterprise risk management
(ERM) for all types of risks.152 This includes: taking an

152. MILLER, supra note 75, at 538–39 (“ERM is heavily promoted by opin-
ion leaders in the field of corporate governance [including] . . . the Commit-
tee of Sponsoring Organizations of the Treadway Commission [and] . . . the
International Organization for Standardization (ISO 31000). Regulators . . .
began to push organizations . . . to move to an [ERM] approach . . . . [And
ERM s]oftware . . . packages . . . can be tailored to the needs, conditions, and
preferences of many different clients. Almost all large organizations today
endorse the principles of [ERM]; it could be foolish not to do so given the
overwhelming consensus in the corporate governance community that ERM
is the way to go.”).
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inventory of all the firm’s assets; identifying risks to those as-
sets; estimating the likelihood and magnitude of each risk; de-
ciding whether to accept, mitigate (perhaps through transfer),
or eliminate each risk in light of the firm’s overall “risk appe-
tite”; and choosing controls as necessary.153 After assessment,
implementation includes installing those chosen controls,
monitoring their success, and updating the program in light of
new information and lessons learned.

Cybersecurity and ERM are a natural match because sys-
temic problems require systemic management. Just as it makes
no sense to try to prevent burglaries by only considering
whether to buy new locks for the front door, it makes no sense
to try to prevent cyber breaches by only scrutinizing the
budget for antivirus software. ERM focuses on information as-
sets and risks across the organization, aiming at four overall
objectives: confidentiality (keeping private data private); integ-
rity (allowing only authorized changes); availability (ensuring
that data remains usable); and resilience (enduring threats in-
stead of collapsing).154 One-hundred percent security “is
neither feasible nor the appropriate goal.”155

Thankfully, adopting and implementing an ERM ap-
proach to cybersecurity does not require reinventing the
wheel. At the behest of President Obama, The National
Institute for Standards and Technology (NIST) published a re-
port that does a brilliant job of parsing known cybersecurity
risks and matching them to appropriate controls.156 Senior
business leaders do not need to know its details, but they
should count on cybersecurity line managers and consultants
to use it as an ERM roadmap.

Unfortunately, most firms still do not bother with ERM
for cybersecurity. According to one survey, only fifty-five per-
cent of public companies and twenty-six percent of private
companies reported having a fully implemented ERM pro-
gram.157 Another survey found that only thirty-eight percent of
executives said they align their information security strategy to

153. MILLER, supra note 75, at chs. 18–19.
154. SINGER & FRIEDMAN, supra note 4, at 35.
155. Common Cyber Security Mistakes, supra note 56, at 8.
156. NAT’L INST. FOR STANDARDS & TECH., supra note 45.
157. EISNERAMPER, supra note 39, at 14.
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the organization’s risk appetite and risk tolerance.158 Still an-
other compared survey responses from 2012 to that of 2010
and 2008, finding:

For the third time . . . boards are not actively address-
ing cyber risk management . . . . There is still a gap in
understanding the linkage between IT risks and en-
terprise risk management. Boards still are not under-
taking key oversight activities related to cyber risks,
such as reviewing budgets, security program assess-
ments, and top-level policies; assigning roles and re-
sponsibilities for privacy and security; and receiving
regular reports on breaches and IT risks.159

Yet, failure to implement ERM—at least for information
security risks—can create large liabilities. For example, the
Department of Health and Human Services cited failure to im-
plement ERM as part of two hospitals’ culpable conduct that
exposed 6,800 patients’ confidential medical records to the
public via the Internet.160 The defendants, New York
Presbyterian Hospital and Columbia University Medical
Center, agreed to pay $4.8 million, the largest HIPAA fine to
date.161

B. Improve Predictions
Predicting the magnitude and likelihood of risks is a core

task of orthodox risk management, so improving predictive ca-
pability is valuable. But for many reasons, predicting cyber risk
is difficult. Unlike missiles during the Cold War, there are not
“things to count.”162 Nonphysical threats do not always evolve

158. Cybersecurity: Considerations for the Audit Committee, ERNST & YOUNG

1 (2013), http://www.ey.com/Publication/vwLUAssets/Cybersecurity_Con
siderations_for_the_audit_committee/$FILE/Cybersecurity_considerations
_for_the_audit_committee_GA0001.pdf.

159. See Deloitte, The Board’s Role in Overseeing Cybersecurity Risk, WALL ST. J.
(Oct. 10, 2013, 12:01 AM), http://deloitte.wsj.com/riskandcompliance/
2013/10/10/the-boards-role-in-overseeing-cybersecurity-risk (citation omit-
ted).

160. Resolution Agreement, DEP’T OF HEALTH & HUMAN SERVICES (May 7,
2014), http://www.hhs.gov/ocr/privacy/hipaa/enforcement/examples/ny-
and-presbyterian-hospital-settlement-agreement.pdf.

161. Germano & Goldman, supra note 54, at 3.
162. SINGER & FRIEDMAN, supra note 4, at 149.



604 NYU JOURNAL OF LAW & BUSINESS [Vol. 11:573

according to physical trends like physical threats often do.163

Identifying threats is tough when attributing online intrusions
to specific attackers is so difficult.164 Critically, there are some
cyber risks for which, at least at a certain level of abstraction,
there were “zero days” of warning, and only the attackers knew
about them—the so-called “zero day” threats.165 Similarly,
some cyber risks of the largest magnitude have uncertain
probability distributions—the “black swans.”166 Even where
the probability is lower, the risk magnitude can still be quite
high. For example, hackers recently hijacked the Associated
Press’s Twitter account, causing it to falsely tweet that an ex-
plosion at the White House had injured President Obama.
Within three minutes, almost all U.S. markets took a nosedive,
evaporating $136.5 billion of the S&P 500 Index’s value until
trading was suspended to stop the tailspin.167 Where both
probability and magnitude are volatile and uncertain, predic-
tions are unlikely to be accurate. For all these reasons, predict-
ing cyber risks is especially tricky.

Given these difficulties, what can firms do to predict
cybersecurity risk more accurately? Nate Silver outlines the sci-
ence of prediction in his latest book.168 He makes a number of
points that are applicable to cybersecurity risk management
analysts,169 but I will focus on the ones that concern business
leaders.

163. Id. at 147–48.
164. Id. at 142.
165. Id. at 148.
166. MILLER, supra note 75, at 556.
167. Steven Caponi & Elizabeth A. Sloan, Cybersecurity and the Board of Direc-

tors: Avoiding Personal Liability—Part III of III, BLANK ROME (Aug. 6, 2013),
http://www.blankrome.com/index.cfm?contentID=37&itemID=3147 [here-
inafter Caponi & Sloan, Part III].

168. NATE SILVER, THE SIGNAL AND THE NOISE: WHY SO MANY PREDICTIONS

FAIL—BUT SOME DON’T (2012). Silver is known for founding and writing The
New York Times blog FiveThirtyEight.com, where for the 2012 U.S. Presiden-
tial Election, he correctly predicted the vote-winner of all fifty states. Max
Read, America’s Chief Wizard Nate Silver Had the Best Election Night of Anybody
and Here’s Why: A Guide, GAWKER (Nov. 7, 2012, 2:56 AM), http://gawker.
com/5958260/americas-chief-wizard-nate-silver-had-the-best-election-night-
of-anybody-and-heres-why-a-guide.

169. For example, Silver discusses the merits of Bayesian modeling for
predictions and estimation. Orthodox risk management calculates risks as
“possibility times magnitude,” and Bayesian estimation could inform and up-
date the “possibility” part of risk predictions. Bayes’ key idea is to improve
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First, he urges companies to consider specific personality
types when making relevant hiring, promoting, and firing de-
cisions. Silver describes a book by Philip Tetlock, who gath-
ered predictions from academic and government experts re-
garding issues in domestic politics, economics, and interna-
tional relations.170 Tetlock found that the accuracy of these
experts’ predictions correlated with their personality.171

“Hedgehogs”—people who tended to be specialized, stalwart,
stubborn, order-seeking, confident, and ideological—did not
make good predictions. They were “grossly overconfident and
terrible at calculating probabilities.”172 In contrast, Tetlock
identified another dominant personality type—“foxes.” They
tended to be multidisciplinary, adaptable, self-critical, tolerant
of complexity, cautious, and empirical. Their predictions were
more accurate, albeit less confident.173 Therefore, firms
should analyze how well their processes and protocols attract,
retain, and reward foxes in positions related to cybersecurity in
particular and risk management in general.

Another recommendation worth borrowing from Silver is
informing predictions with aggregative data.174 For cyber-
security, a number of such sources exist, and firms should
draw upon and contribute to them. To pool and analyze cyber
threat data, many U.S. retailers (including Walgreen’s, Nike,
Gap, and Target) joined with government agencies (including
the FBI, Secret Service, and Department of Homeland Secur-
ity) to form the Retail Cyber Intelligence Sharing Center.175

The DOJ and FTC have said this does not raise antitrust issues,

predictions and reduce statistical errors by vigilantly updating risk estima-
tions in light of new information given what is already known. SILVER, supra
note 168, at 243, 248. But see Feduzi & Runde, supra note 47 (recounting
problems with Bayesian modeling and explaining why a different prediction
method is sometimes superior, especially when it comes to anticipating the
unknown unknowns).

170. SILVER, supra note 168, at 51.
171. PHILIP E. TETLOCK, EXPERT POLITICAL JUDGMENT 107–08 (2006).
172. SILVER, supra note 168, at 52.
173. Id. at 54.
174. Id. at 66–67.
175. Andria Cheng, Spurred by Target Data Breach, Retailers Join Forces to Com-

bat Cyber Crime, MARKETWATCH (Mar. 14, 2014), http://blogs.market
watch.com/behindthestorefront/2014/05/14/in-response-to-target-data-
breach-retailers-join-forces-to-combat-cyber-crime/?mod=MW_latest_news.
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and so leaders of other businesses should consider joining.176

Also, risk trends in the cybersecurity industry are regularly re-
ported in a number of white papers, including those led by
Verizon and Symantec. These annual reports reflect input
from dozens of companies, nonprofits, and government agen-
cies. Security firms like Symantec own and analyze some of the
largest and most valuable cybersecurity datasets, comprising
data gathered from their millions of antivirus software product
end-users. Business leaders should consider participating in
any of these groups, even if only anonymously, in order to
share information and improve the reports with more data
about cyber threats and attacks (not customers). To get the
benefit of such aggregative reports while controlling for poten-
tial inaccuracies, Silver recommends weighting them accord-
ing to how predictively accurate they have been in the past.
Business leaders should therefore expect cybersecurity manag-
ers to rely on these aggregative reports, but with an eye to-
wards historically demonstrated accuracy, insight, and rele-
vance.

To drill down a little: these aggregative data sources cur-
rently highlight a number of cybersecurity risk trends. For ex-
ample, DDoS attacks are currently most prevalent in the en-
tertainment sector.177 So, cybersecurity managers there should
consider budgeting a couple hundred dollars a month for one
of the online services that helps defend against them.178 Relat-
edly, these aggregative reports also indicate a spike in ran-
somware, which is malware that remotely encrypts your whole
computer until you pay a ransom.179 It developed alongside
hard-to-trace digital payments facilitated by emerging pseudo-
anonymous cryptocurrencies like Bitcoin and DarkCoin.180 Be-

176. Edward Wyatt, Cyberthreat Data Is Not Antitrust Fodder, U.S. Says, N.Y.
TIMES, Apr. 11, 2014, at B2, available at http://bits.blogs.nytimes.com/2014/
04/10/2-regulators-issue-guidelines-on-sharing-cyber-security-information.

177. Akamai Publishes Prolexic Q1 2014 Global DDoS Attack Report, YAHOO!
(Apr. 17, 2014, 6:30 AM), http://finance.yahoo.com/news/akamai-publi
shes-prolexic-q1-2014-103000272.html.

178. See, e.g., Cloudflare Advanced DDoS Protection, CLOUDFLARE, https://
www.cloudflare.com/ddos (last visited Aug. 16, 2014).

179. Symantec Corp., supra note 10, at 48.
180. See, e.g., Kevin Savage, Cryptolocker: A Thriving Menace, SYMANTEC (Oct.

22, 2013, 10:36 AM), http://www.symantec.com/connect/blogs/cryptolock
er-thriving-menace (describing ransomware that extorts Bitcoin payments);
Tara Seals, Riveton Ransomware Gets Serious Upgrade with Pony Stealer, IN-
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sides influencing the estimated magnitude of risk associated
with vulnerabilities to malware, ransomware’s expansion
should spur companies to consider scheduling backups more
often, since there is no need to pay ransom to unencrypt data
already duplicated safely elsewhere. Lastly, companies have
created new vulnerabilities for themselves with haphazard (ex-
plicit or implicit) “bring your own device” (BYOD) policies,
allowing employees to bring their mobile devices to work with-
out much company oversight. When combined with the surge
in mobile devices moving in and out of companies, this has
inspired hackers to target mobile operating systems. Commen-
surate responses include disallowing BYOD or implementing
centralized mobile device-management policies, training, and
software.181 More generally, cyber-threat trends like these will
come and go. The larger points are that aggregative data can
and should inform risk predictions, and companies can both
contribute to and benefit from these data.

To Silver’s list, we might add another prediction strategy
that is particularly applicable to cybersecurity: conceptualizing
the cyber threat-response dynamic as cyclical. Perhaps because
cyber competition is offense-dominant,182 much of the conver-
sation about cyber risk envisions a cat-and-mouse dynamic
where hackers act, companies react, and hackers often, if not
usually, get away. However, these interactions are not actually
unidirectional. They are cyclical—offense and defense itera-
tively responding to each other—meaning companies can ex-
pect to influence the form and frequency of the threats they
are trying to predict. 183 Today’s safe haven can become to-
morrow’s vulnerability. For example, Apple’s products were
safer than Microsoft’s when they were less popular, but Apple’s
increased market share has led malware authors to target them
more frequently.184 Similarly, by training employees on today’s
cyber threats, firms will not just reduce some risks, but in-

FOSECURITY MAG. (Aug. 20, 2014), http://www.infosecurity-magazine.com/
news/reveton-ransomware-gets-upgrade (describing ransomware that extorts
cryptocurrency payments while also stealing passwords and converting com-
promised computers into a botnet).

181. Symantec Corp., supra note 10, at 88.
182. SINGER & FRIEDMAN, supra note 4, at 154.
183. Id. at 60.
184. Tim Worstall, Yes, Apple Really Does Have a Serious Problem with Computer

Viruses and Malware, FORBES (Feb. 20, 2013), http://www.forbes.com/sites/
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crease others through shifted attention and vulnerabilities. For
example, if employees are required to create complex pass-
words that are harder for them to remember, they might tape
them to notes on their computer monitors,185 increasing the
risk that someone who steals or furtively photographs the com-
puters can break into them.186 Accordingly, cybersecurity risk
managers need to anticipate these iterations by thinking sev-
eral moves ahead.

C. Build a Mindful Corporate Culture
Compliance and risk management intertwine around cor-

porate culture. For cybersecurity, employee “knowledge and
awareness . . . is critical. The human factor is . . . the weakest
link . . . . Investment in the best tools will only deliver the re-
turn when people understand their responsibilities to keep
their networks safe. Social engineering, in which hackers ma-
nipulate employees to gain access . . . is still one of the main
risks . . . .”187 Even the most careful corporate policy can fail to
prevent avoidable calamity if company culture is careless or
noncompliant.188

For example, Target’s breach was allegedly a culture is-
sue, in part. Hackers triggered Target’s security software’s
most urgent alarms twice in two days before making off with
seventy million sets of user data and forty million customer
credit and debit cards, and during that time Target’s
Minneapolis cybersecurity team apparently did nothing to re-
spond.189 Gawker subsequently posted a shrill letter, attributed

timworstall/2013/02/20/yes-apple-really-does-have-a-serious-problem-with-
computer-viruses-and-malware.

185. Alan Henry, The Most Common Hiding Places for Workplace Passwords,
LIFEHACKER (Nov. 13, 2012, 4:00 AM), http://lifehacker.com/5852667/the-
most-common-hiding-places-for-workplace-passwords.

186. For ways to formulate strong yet memorable passwords, see supra
note 82.

187. Common Cyber Security Mistakes, supra note 56, at 8.
188. Culture Eats Strategy for Breakfast: Executing Your Strategy More Success-

fully, DELOITTE (2006), http://www.deloitte.com/assets/Dcom-UnitedKing
dom/Local%20Assets/Documents/UK_C_CultureEatsStrategyForBreakfast.
pdf.

189. Michael Riley et al., Missed Alarms and 40 Million Stolen Credit Card
Numbers: How Target Blew It, BLOOMBERG BUSINESSWEEK (Mar. 13, 2014),
http://www.businessweek.com/articles/2014-03-13/target-missed-alarms-in-
epic-hack-of-credit-card-data.
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to a former Target employee, that blamed Target’s security
breach on its culture.190 Acknowledging this claim that Target
has “a culture that is in crisis,” Target’s Chief Marketing Of-
ficer responded publicly with a blog post, titled “The Truth
Hurts,” which referred to Target’s culture as its “Achilles
heel.”191

The consensus among compliance experts is that to shape
corporate culture, the right “tone at the top” is essential.192

What boards and the C-suite say and do (or not) sets the tone
for the rest of the company. But while tone at the top is neces-
sary, it is not sufficient. Corporate culture is as at least as much
bottom-up as top-down. As one writer at The Economist riffed,
“canteen culture eats corner-office culture for breakfast.”193

This problem is especially important in the context of cyber-
security, where one person’s slip-up can compromise an entire
company’s best efforts at compliance and risk management.194

For example, an employee at a major defense company habitu-

190. Hamilton Nolan, Target Headquarters “In Desperate Need of Help,” Says
Employee, GAWKER (May 7, 2014, 4:48 PM), http://gawker.com/target-head
quarters-in-desperate-need-of-help-says-e-1573101642 (“Target purposely
staffs assuming that everyone is working at 50% productivity . . . . Target also
doesn’t reward the people who are productive and good at their jobs . . . .
Being direct, wanting to actually get your work done, asking questions and
pushing back are all viewed as bad . . . . The entire executive team with the
exception of the CMO Jeff Jones needs to go . . . [b]ecause everyone was
homegrown and ‘Targetized’ and has no concept of how to run a 21st cen-
tury business. They still think it’s 1996 . . . . They pay lip service to how retail
is evolving but it when it comes to actually making good decisions, they do
horribly . . . . They have a culture that makes decision via consensus, so it
takes FOREVER to make a decision and implement even the smallest
change.”).

191. Jeff Jones, The Truth Hurts, LINKEDIN (May 13, 2014), https://www.
linkedin.com/pulse/article/20140513221110-3501295-the-truth-hurts. Even
if Target’s Minneapolis cybersecurity team overlooked the alarms because
they were embedded in a deluge of false positives, “[w]ading through all of
these [cybersecurity] alerts . . . can consume a team of analysts full-time,”
and Target chose not to invest in a security team more capable of that.
Gonen Fink, A Silver Lining in the JP Morgan Breach?, WIRED (Oct. 17, 2014),
http://www.wired.com/2014/10/a-silver-lining-in-the-jp-morgan-breach-3.

192. See, e.g., MILLER, supra note 75, at 171.
193. Corporate Culture: Learning the Lingo, ECONOMIST (Jan. 11, 2014),

http://www.economist.com/news/business-books-quarterly/21593403-for
get-annual-reports-go-canteen-what-makes-company-tick-learning.

194. MILLER, supra note 75, at 406 (emphasizing the need for team-wide
buy-in in the context of HIPPA).
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ally used his work computer for music file sharing. The requi-
site peer-to-peer software provided access to his computer
from the outside. It offered enough room for Iranian hackers
to get a foot in the door. This one employee unintentionally
divulged the wiring of the U.S. presidential helicopter.195 Even
with the right tone at the top, mistakes like this highlight how
“canteen culture” is at least as important for cybersecurity.196

To address corporate culture, managers should try to im-
plement lessons from social psychology, particularly with re-
spect to norms and cohesion. Here I will just skim the surface
of the culture research that business leaders could combine
with their own management expertise and insider knowledge.
First, norms affect compliance and risk-taking. At some Wall
Street firms, for example, the attitude has been “IBGYBG”: I’ll
be gone, you’ll be gone.197 Risky behavior is more appetizing
to those who expect to leave the company before any potential
fallout.198 Other risky office norms, for example, might allow
employees to tape password lists beside their computer
monitors, leave computers unlocked during lunch or bath-
room breaks, or permit strangers to deliver office mail without
chaperones. (Norms can be positive too, of course, and some
positive norms are better than others.199) Moreover, social
pressures can reinforce risky or noncompliant norms. Individ-
uals who refuse to align with a norm are strongly disliked by

195. SINGER & FRIEDMAN, supra note 4, at 64.
196. For this reason, recent investigations applying network thinking to

corporate structures seem promising. See, e.g., Claire Moore Dickerson, Cor-
porations as Cities: Targeting the Nodes in Overlapping Networks, 29 J. CORP. L.
533 (2004).

197. Eric Dash, What’s Really Wrong with Wall Street Pay, N.Y. TIMES (Sept.
18, 2009), http://economix.blogs.nytimes.com/2009/09/18/whats-really-
wrong-with-wall-street-pay.

198. Maybe compensation packages weighted more towards long-term
risks and rewards could avoid this moral hazard. However, employees are
not chomping at the bit to defer compensation, and competitors would be
tempted to poach top talent with short-term payouts.

199. Postmes et al., Quality of Decision Making and Group Norms, 80 J. PER-

SONALITY & SOC. PSYCHOL. 918 (2001). This experiment induced groups to
develop a norm that emphasized either group consensus or independent
critical analysis. In groups bearing the critical-thinking norm, participants
were much more likely to discuss unshared information. And, after group
discussions, they arrived at decisions that were significantly more accurate
than in groups where consensus was the norm.
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their colleagues, even when the norm is immoral.200 There-
fore, companies need to encourage and support people who
buck problematic norms, and prevent or redress castigation
that reifies those norms. For this, employee training is a viable
option.201 Some firms, like Google, even hire Chief Culture
Officers202 who could make cybersecurity culture one of their
concerns.

Of course, training and team development efforts do not
write onto a blank slate—corporate cultures interact with
those that employees bring to work. Examples abound. Group
cohesiveness varies according to regional, national, and other
cultures.203 How much heated debate a group’s cohesiveness
can tolerate varies by culture.204 Increasing task complexity
and autonomy increases group cohesiveness more in individu-

200. Monin et al., The Rejection of Moral Rebels: Resenting Those Who Do the
Right Thing, 95 J. PERSONALITY & SOC. PSYCHOL. 76 (2008).

201. Targeted training improves group performance. Salas et al., Testing
Three Team Training Strategies in Intact Teams: A Meta-Analysis, 38 SMALL GRP.
RES. 471 (2007). Even after group behavior and norms have developed,
training interventions can have a positive impact if they successfully inter-
rupt the natural flow of group behavior and force group members to pause,
ruminate, and then explicitly articulate strategies for going forward. Andrea
Gurtner et al., Getting Groups to Develop Good Strategies: Effects of Reflexivity Inter-
ventions on Team Process, Team Performance, and Shared Mental Models, 102 OR-

GANIZATIONAL BEHAV. & HUM. DECISION PROCESSES 127 (2007). This helps
capitalize on group members’ expertise. Anita Williams Woolley et al., Bring-
ing in the Experts: How Team Composition and Collaborative Planning Jointly Shape
Analytic Effectiveness, 39(3) SMALL GRP. RES. 352 (2008), available at http://
sgr.sagepub.com/content/39/3/352.abstract. Firms that do not train all
new hires on security matters reported $683,000 in average annual financial
losses from cybersecurity incidents; firms that do, $162,000. US Cybercrime:
Risking Risks, Reducing Readiness: Key Findings from the 2013 US State of Cyber-
crime Survey, PRICEWATERHOUSECOOPERS 14 (2014), http://www.pwc.com/
en_US/us/increasing-it-effectiveness/publications/assets/2014-us-state-of-
cybercrime.pdf. However, inferring direct causation from this correlation is
questionable because firms with training are probably taking many other
steps that further reduce their security risks.

202. Shelley DuBois, The Rise of the Chief Culture Officer, FORTUNE (July 30,
2012, 3:28 PM), http://fortune.com/2012/07/30/the-rise-of-the-chief-cul
ture-officer.

203. Norman Wright & Glyn Drewery, Forming Cohesion in Culturally Hetero-
geneous Teams: Differences in Japanese, Pacific Islander, and Anglo Experiences, 13
CROSS CULTURAL MGMT. 43 (2006).

204. Roger Nibler & Karen L. Harris, The Effects of Culture Cohesiveness on
Intragroup Conflict Effectiveness, 143 J. SOC. PSYCHOL. 613 (2003).
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alist cultures than in collectivist ones.205 The more culturally
diverse a team is, the more it experiences the positive effect of
“network density” (the interconnectedness of team members’
workflows) on the team’s confidence in its ability to perform,
but culturally diverse teams require greater network centraliza-
tion in order to perform optimally.206 So, trainings, evalua-
tions, and team modifications must be mindful of employees’
cultural backgrounds.

How should corporate cybersecurity culture be measured?
Internal surveys and outside consultants are standard tools,
but some companies committed to cybersecurity have recently
taken an innovative new approach. Lockheed Martin, for ex-
ample, has a “red team” program that identifies and educates
noncompliant employees with bad cyber hygiene.207 In red
team programs, specific staff in IT, compliance, or risk man-
agement departments test other staff. They might send staff a
fake email that looks suspicious. Anyone gullible enough to
click a link in it gets whisked to an internal webpage with a
refresher course on cybersecurity.208 These tests help patch
weak links and measure progress, especially if firms perform
similar tests before and after management’s efforts to make
company culture more compliant or risk-smart.

Investing in corporate culture, especially a culture of com-
plying with cybersecurity laws and policies, can be hard to jus-
tify during budget talks. Cybersecurity, like compliance, is a
cost center. Many of corporate culture’s benefits are intangi-
ble or difficult to quantify, even if they are vastly more impor-
tant than lower priorities that get more attention. I will return
to the issue of budgeting in the discussion about management
structures below.

205. Derek Man & Simon Lam, The Effects of Job Complexity and Autonomy on
Cohesiveness in Collectivistic and Individualistic Work Groups: A Cross-Cultural
Analysis, 24 J. ORGANIZATIONAL BEHAV. 979 (2003).

206. Christian Tröster et al., Structuring for Team Success: The Interactive Ef-
fects of Network Structure and Cultural Diversity on Team Potency and Performance,
124 ORGANIZATIONAL BEHAV. & HUM. DECISION PROCESSES 245, 245 (2014).

207. SINGER & FRIEDMAN, supra note 4, at 65.
208. Id.
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D. Consider Audits by Cybersecurity Insurers
Puzzlingly, sixty-five percent of public U.S. companies

forgo cyber insurance.209 While “[i]nsurance coverage is not a
substitute for an information security program,”210 it can be an
effective supplement, improving cybersecurity and reducing
disclosure liability—especially when conditioned on cyber-
security audits. Firms should weigh the pros and cons of cyber
insurance and decide if it is right for them.

Cybersecurity insurance is attractive for at least three rea-
sons. As stated above, most of the largest companies experi-
ence data breaches,211 and many small- to medium-sized busi-
nesses do too.212 If cybersecurity breaches are close to inevita-
ble, mitigating at least some risk by transferring it to insurance
companies will be cost-effective for many insurers and in-
sureds, as long as they can get the calculations right. Second,
insureds will want to avoid costly uncertainty about whether
their existing policies cover cybersecurity incidents. Sony
learned that lesson when it lost a lawsuit against its primary
insurance carrier, Zurich, over ambiguous indemnification ob-
ligations for litigation related to hacking.213 Third, especially
where insurers start to specialize in standalone cybersecurity

209. Trevor Maynard, Cyber Risk: An Overview of the Cyber Risk Insurance Mar-
ket, ACE GROUP 24 (Mar. 14, 2013), http://www.acegroup.com/benelux-en/
assets/risk-forum-2013_trevor-maynard_cyber-risk-14-march_v2-0.pdf.

210. BD. OF GOVERNORS OF THE FED. RESERVE SYS., Interagency Guidelines Es-
tablishing Information Security Standards: Small-Entity Compliance Guide 10
(2005), http://www.federalreserve.gov/boarddocs/press/bcreg/2005/2005
1214/attachment.pdf.

211. See supra text accompanying notes 31, 116.
212. See supra text accompanying notes 32–35.
213. Judy Greenwald, Zurich Owes No Defense in Sony PlayStation Hacking:

Court, BUS. INS. (Feb. 25, 2014, 12:21 PM), http://www.businessinsurance.
com/article/20140225/NEWS07/140229914/zurich-owes-no-defense-in-
sony-playstation-hacking-court; see also Zurich American Ins. v. Sony Corp. of
America, Index No. 651982/2011 (N.Y. Sup. Ct. Feb. 21, 2014). But see
Hartford Cas. Ins. Co. v. Corcino & Assoc., No. 13-3728, 2013 WL 5687527
(C.D. Cal. Oct. 7, 2013) (holding that commercial general liability insurance
does cover a data breach). Some other types of traditional insurance defi-
nitely do not cover relevant risks—for example, kidnap and ransom (K&R)
insurance covers people, but not data, so it does not apply to the aforemen-
tioned ransomware payments. See Nancy Kelly et al., Cyber Risk Insurance: Why
Simply Having It May Not Be Enough, LEXOLOGY (Apr. 22, 2014), http://
www.lexology.com/library/detail.aspx?g=bed7ddb8-e2be-4237-aad3-
af1d6ca28c80.
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policies,214 insurers will likely require insureds to step up their
cybersecurity, a mandate insureds will partially forward
through the aforementioned vendor-risk management.215

Finally, cybersecurity insurance will probably become in-
creasingly popular because it reduces disclosure obligations.
For public companies, the SEC now requires disclosure of
cyber risks and breaches.216 This makes sense because it helps
investors make decisions, and it deters risk-taking that could
create liability. Though firms have an incentive to disclose
risks ex ante in order to avoid or reduce liability after a
breach,217 they also want to avoid turning their 10-Ks and
10-Qs into a roadmap for hacks.218 The SEC’s guidance on this
paradox once said federal securities laws “do not require dis-
closure that itself would compromise a registrant’s cyber-
security.”219 Such a balance is hard to strike. Cyber insurance
alleviates some of this tension by actually reducing cyber-
security risk disclosure obligations—firms with cyber insurance
are permitted to disclose less,220 and for the reasons stated be-
low, they might have less risk worth disclosing. (More recently,
the SEC published a long list of controls it will look for when
inspecting cybersecurity at broker-dealers and investment advi-
sors,221 so firms and cyber insurers might want to adopt that
list for audits even if they are not on the SEC’s radar.)

A traditional problem with insurance coverage is that by
externalizing risk, it threatens to under-incentivize safekeep-
ing. Like insurable risks to personal health or motor vehicles,

214. There are actually more than a few kinds of insurance products re-
lated to cybersecurity, including cyber risk insurance (which covers an array
of tools and remedial costs), extortion liability coverage (which relates to
digital data ransoms), digital business income insurance (which protects
against loss of revenue due to data breaches), and others. Kelly et al. supra
note 213.

215. See supra text accompanying notes 117–21 (describing increasing
market pressure to manage vendor cybersecurity risk).

216. SEC. & EXCH. COMM’N, supra note 99.
217. MILLER, supra note 75, at 417.
218. See id. at 418.
219. Id.
220. Edward McNicholas, Cybersecurity Insurance to Mitigate Cyber-Risks and

SEC Disclosure Obligations, BLOOMBERG BNA (Aug. 27, 2013), http://www.
bna.com/cybersecurity-insurance-to-mitigate-cyber-risks-and-sec-disclosure-
obligations.

221. SEC. & EXCH. COMM’N OFFICE OF COMPLIANCE INSPECTIONS AND EXAMI-

NATIONS, supra note 101, at 2.
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though, cybersecurity risk can be reduced through the in-
sured’s behavior. Therefore, like health insurers who offer
lower rates to nonsmokers who do not drive motorcycles,
cybersecurity insurers should offer insureds more-favorable
terms in exchange for opportunities to influence the insured’s
behavior. The higher the value of the insurance policy, and
the lower the deductible and installment payments, the more
the insurer would insist on measures to reduce an insured’s
cybersecurity risk. To that end, insurers should perform initial
and periodic cybersecurity audits, and propose risk manage-
ment controls that vary in negotiability. Though insurers will
presumably build the cost of these appraisals into their fees,
the up-front costs to insureds could be relatively low, enabling
even small or cash-poor firms to get expert cybersecurity con-
sulting service from insurers. Therefore, both to improve pre-
ventative cybersecurity and to help insulate themselves against
criticism and liability after a breach, firms should buy cyber-
security insurance from the same business that audits their
cybersecurity program.

When structured like this, cyber insurance might avoid
one of the major problems with vendors, which is that some-
times their incentives to report risk and noncompliance do
not align with the public will. We see this in a lot of regulatory
consulting and accounting scandals, where the external firm
would prefer to look the other way, or eschew a more trench-
ant analysis, in order to ensure repeat business with the client
who pays them.222 While these vendors might have counter-
vailing incentives to maintain their public reputation for thor-
oughness and accuracy, that concern will be discounted when
there is a low risk of detection or, like at most firms, the ven-
dor’s employees are not perfectly faithful agents of their em-

222. See, e.g., MILLER, supra note 75, at 364 (“Press reports on the investiga-
tion [into certain financial consultants] suggested that the [New York State
Department of Financial Services] was concerned that these consultants op-
erated with severe conflicts of interest—while they are supposed to provide
objective advice on compliance and risk-management issues, they are se-
lected and compensated by the banks which they are advising.”); see also, e.g.,
Stephen Labaton, Law Firm Will Pay a $41 Million Fine in Savings Lawsuit, N.Y.
TIMES (Mar. 9, 1992), http://www.nytimes.com/1992/03/09/business/law-
firm-will-pay-a-41-million-fine-in-savings-lawsuit.html?src=pm&pagewanted=1
(reporting that the law firm now known as Kaye Scholer LLP paid $41 mil-
lion to settle claims that it improperly withheld damaging information about
its client in connection with the savings and loan crisis).
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ployer’s long-term interest in brand reputation. As cyber-
security auditors, though, some insurers would actually make
good public servants, diminishing these common market fail-
ures and moral hazards. In short, as long as the risk-bearer also
conducts the audits, insuring against cybersecurity risk would
likely reduce it, reversing a common drawback of misaligned
incentives for both insureds and vendors.

Cybersecurity insurance is no panacea, though. It is still in
its infancy, which creates other risks. One is that if the insur-
ance policy becomes subject to litigation, the courts’ interpre-
tations of it might be unpredictable, because “policies use dif-
ferent terms for the same products, and the absence of litiga-
tion in this area means that the legal system has not
provided much guidance . . . .”223 Moreover, given that new
technologies and management processes can introduce signifi-
cant new risks, the predictive value of an insured’s previous
cybersecurity performance is unclear.224

There remain many open questions for firms in this me-
dium cyber-maturity category. One of the most important is
“access control—which has to do with who has the keys to your
proverbial house of data—and the related practice of sandbox-
ing, which concerns dividing that house into lockable
rooms.”225 This is a Goldilocks problem. Too much data access
for employees or vendors, or “overprovisioning,” was partly re-
sponsible for the security breach at Target,226 as well as the
leaks by Chelsea Manning and Edward Snowden.227 But un-
derprovisioning carries risks too, as when hospitals or investi-
gators cannot expediently access records about patients or ter-
rorists when necessary.228 “For large organizations, whose
users make extensive use of data, defining [access and
sandboxing] policy perfectly is incredibly difficult. Many be-
lieve it may even be impossible.”229

223. Kelly et al., supra note 213.
224. Telephone Interview with Tolga Ergunay, supra note 131.
225. Tenzin Dahortsang, Noah Susskind, Peter Van Valkenburg, & Marc

Walter, Target Security Breach, Presentation Before Professor Geoffrey P.
Miller’s class on Compliance and Risk Management for Attorneys at New
York University School of Law (May 2, 2014).

226. See Krebs, supra note 117.
227. This is just a comment about what accounted for these leaks, not

their merits.
228. SINGER & FRIEDMAN, supra note 4, at 50.
229. Id.
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Another unresolved problem facing firms in this category
(and others) is that the reward for a job well done is that noth-
ing bad happens. When it comes to risk reduction, “You don’t
know the anvil that didn’t drop on your head.”230 This affects
how cybersecurity staff and departments are incentivized and
rewarded—or not—with recognition and budgets. The natural
tendency is to invest in producing tangible gains, not prevent-
ing larger yet uncertain losses, and the sudden scares that in-
spire spikes in preventative spending can fade just as quickly.
Maybe that is why, for example, a PricewaterhouseCoopers sur-
vey found that cybersecurity budgets decreased from 2013 to
2014.231 Perhaps survey respondents found it hard to continue
the increased security spending that marked 2013. Of course,
steadily expanding cybersecurity budgets without regard for
risk fluctuations would not make sense either, especially if
some investments are expected to yield value beyond one year.
And, sometimes prophylactic measures that precede a period
of good outcomes appear justified in hindsight because of the
assumption that what came before has caused what followed.
But medium-maturity organizations need to be dogged about
making context-dependent and cost-efficient investments in
risk reduction over time, notwithstanding the difficulty of mea-
suring these investments’ ROI.

For companies that are not lackadaisical, any of the strate-
gies outlined above—implementing orthodox cyber risk-man-
agement practices, assuring predictive processes, fostering a
cyber-savvy and cyber-compliant corporate culture, and buying
cyber insurance—would all be sensible next steps.

III.
FIRMS WITH MATURE CYBERSECURITY PROGRAMS SHOULD FOCUS

ON THE UNKNOWN UNKNOWNS

Firms with mature cybersecurity have already locked down
the known knowns, and made headway in dealing with the
known unknowns. Even though they might still bear consider-
able risk, these firms have mostly optimized their cybersecurity
management programs, in that thorough processes regarding
cybersecurity awareness, responsibility, management, commu-

230. Interview with Mike Wheeler, MBA Class of 1952 Professor of
Management Practice at Harvard Business School (Sept. 29, 2014).

231. Managing Cyber Risks, supra note 3, at 19.
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nication, planning, monitoring, response, and recovery are all
in place. In order to become best in class, these firms should
turn their attention to the unknown unknowns.

In risk management, the unknown unknowns represent
failures of imagination. For example, the 9/11 Commission
concluded that U.S. national defense agencies missed oppor-
tunities to prevent the terrorist attacks of September 11,
2001—despite early warning signs and previous attacks that
bore a resemblance—due to a failure of imagination.232 Also,
Yale Professor Robert J. Shiller,233 along with the former
Chairperson of the U.S. Commodity Futures Trading
Commission, Brooksley Born, both predicted the financial cri-
sis of 2008–2010.234 But most people could not conceive of
housing prices dropping so much, or that the associated credit
risks would prove dependent rather than independent. In
cybersecurity, zero-day threats arrive without notice, and the
unknown unknown risks can be rare but ruinous black swans
whose frequency is especially uncertain. How should compa-
nies prepare for the unknown? Useful strategies include focus-
ing on generating and addressing insightful questions, adjust-
ing management arrangements, and “bug bounty” programs.

A. Improve Processes for Inquiry by Facilitating “Beautiful
Questions” and Addressing the Knowledge Gap

“Successfully navigating [cybersecurity’s] complex regula-
tory and enforcement environment requires collaboration . . .
among the legal, technical, information security, and senior
leadership teams [within companies].”235 We need to collabo-
rate on asking and answering better questions if the unknown
unknowns stem from failures of inquiry and imagination
within risk management processes. In A More Beautiful Ques-
tion: The Power of Inquiry to Spark Breakthrough Ideas, Warren

232. SILVER, supra note 168, at 445.
233. Id. at 347–49; see also, e.g., ROBERT J. SHILLER, IRRATIONAL EXUBERANCE

17–43 (2d ed. 2005); Robert J. Shiller, Bubble Trouble, PROJECT SYNDICATE

(Sept. 17, 2007), http://www.project-syndicate.org/commentary/bubble-
trouble.

234. Manuel Roig-Franzia, Brooksley Born, the Cassandra of the Derivatives Cri-
sis, WASH. POST (May 26, 2009), http://www.washingtonpost.com/wp-dyn/
content/article/2009/05/25/AR2009052502108.html?sid=ST20090525
02127.

235. Germano & Goldman, supra note 54, at 6.
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Berger discusses great questions,236 drawing lessons that are
especially relevant for cybersecurity managers.

Berger looked at the habits of inquiry and “A ha!” mo-
ments among some of the most inventive businesses and inno-
vators. His case studies, which admittedly focus on product in-
novation, include: (1) companies like Google, Facebook, and
Airbnb; (2) creative thinkers like Steve Jobs; and (3) inven-
tions like the Polaroid Camera, the World Wide Web, and the
bar code. His primary insight is that questions are essential to
innovation, and that breakthrough questions often come in se-
quences that flow from Why, to What If, to How.

At the Why stage, we need to “step back, notice what
others miss, challenge assumptions (including our own), gain
a deeper understanding of the situation or problem at hand
through contextual inquiry, question the questions we are ask-
ing, and take ownership of a particular question,”237 prefera-
bly a relevant and difficult one. “A game-changing question
can come from anyone, even a naı̈ve child. This under-
scores . . . that nonexperts or outsiders are often better at
questioning than the experts [whose expertise, at times,] can
get in the way.”238

At the What If stage, we need to start transitioning from
“unfettered divergent thinking” to “discipline and focus.”239

We need to learn from failures by “failing differently,”240 en-
couraging and incorporating dissonant feedback, and drawing
on people with a diverse skillset.241 For this, a company needs
a “petri dish,” a space and process where it is safe to ask radical
and experimental questions.242 This might involve “question-
storming,” where people generate questions instead of solu-
tions (since this is more effective than brainstorming).243

The temptation during these early inquiries is to ask the
most practical questions first—“How much is this going to cost
us? Who’s responsible for this problem? How are the numbers

236. WARREN BERGER, A MORE BEAUTIFUL QUESTION: THE POWER OF IN-

QUIRY TO SPARK BREAKTHROUGH IDEAS (2014).
237. Id.
238. Id. at 74.
239. Id. at 75.
240. Id. at 124.
241. Id. at 126–27.
242. Id. at 151–52.
243. Id. at 153–55.
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looking? . . . . That kind of practical, give-me-the-facts ques-
tioning has its place,”244 says Berger: later, during the How
stage.

As applied to cybersecurity, “[t]hreats should be assessed
by understanding potential bad actors, what they are trying to
do, and why.”245 All phases of orthodox risk management re-
quire inquiry, namely: identifying threats and vulnerabilities;
estimating the likelihood and magnitude of each risk; decid-
ing whether to accept, mitigate (perhaps through transfer), or
eliminate each risk in light of the firm’s overall risk appetite;
and, where necessary, choosing controls.246 Corresponding an-
swers should pay heed to trends in risk indicators, not just how
the company’s projects are progressing.247 Participants should
help each other try to avoid or limit the shortsightedness
caused by any of the well-documented cognitive biases.248

Models and assumptions should also be interrogated and chal-
lenged—“[t]he financial crisis of 2007–2009 brought some of
[the] shortcomings [of mathematical models] into sharp relief
and stimulated thinking about the use and abuse of modeling
methodologies.”249

244. Id. at 158.
245. SINGER & FRIEDMAN, supra note 4, at 39.
246. See MILLER, supra note 75, at 531–72 (describing orthodox risk man-

agement); see also Audit Committee Brief: Cybersecurity and the Audit Committee,
DELOITTE 2 (Aug. 2013), http://deloitte.wsj.com/cfo/files/2013/08/AC-
BriefAugust2013.pdf (listing questions that can be conceptualized in this
way); Director Alert: Cybersecurity Risk—Questions for Directors to Ask, CANADIAN

INSTITUTE OF CHARTERED ACCOUNTANTS (Feb. 2014), http://www.cica.ca/fo
cus-on-practice-areas/governance-strategy-and-risk/directors-series/director-
alerts/item78337.pdf.

247. Deloitte, How to Talk to the Board About Security, WALL ST. J. (Nov. 20,
2012), http://deloitte.wsj.com/cio/2012/11/20/how-to-talk-to-the-board-
about-security; DELOITTE, supra note 246, at 3 (“Require regular reports from
senior management on privacy and security risks based on key risk indicators
rather than on project status. Solicit metrics that help quantify the business
impact of cyber threat risk management efforts.”).

248. DANIEL KAHNEMAN, THINKING, FAST AND SLOW (2013) (surveying these
biases); see also Feduzi & Runde, supra note 47 (detailing a method for gener-
ating hypotheses about the unknown unknowns that parallels other well-
worn “cognitive repair” techniques for avoiding the parochial thinking
caused by cognitive biases).

249. MILLER, supra note 75, at 563.
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What discourages this kind of questioning? Cultural
norms,250 including a military-inspired “chain of command”
mindset;251 the pressure for short-term results;252 the burden
of the mental workload;253 or the fear of either slowing things
down,254 being annoying, looking ignorant, challenging au-
thority, or ceding power.255 There is also a tension—albeit nav-
igable—between leadership’s efforts to build a corporate cul-
ture of compliance and inquiry, where staff will follow direc-
tions and also ask great questions. Lastly, as consultant Dev
Patnaik of Jump Associates laments, whereas “[t]he most im-
portant thing business leaders must do today is to be the ‘chief
question-asker’ for their organization, . . . [t]he first thing
most leaders need to realize is, they’re really bad at asking
questions.”256 Consequently, “a cybersecurity-focused discus-
sion” in a “common language” might need to be “facilitated by
internal, and sometimes external, experts”257—ideally, people
with both substantive expertise in cybersecurity and procedu-
ral expertise in facilitation.

Despite these many obstacles, such systematic inquiry is a
way to help overcome the cybersecurity knowledge gap at the
top of many companies. By knowledge gap, I mean that aside
from exceptions concentrated in high-tech sectors, most busi-
ness leaders do not know much about cybersecurity.258 In-
deed, many important U.S. policymakers currently know rela-
tively little about computers, period.259 The same is true

250. BERGER, supra note 236, at 80.
251. Id. at 138–39.
252. Id. at 139.
253. Id. at 6. (“The neurologist John Kounios observes that the brain finds

ways to ‘reduce our mental workload,’ and one way is to accept without ques-
tion (or even to just ignore) much of what is going on around us at any
time.”).

254. Id. at 5.
255. Id. at 6.
256. Id. at 158.
257. Germano & Goldman, supra note 54, at 6.
258. Caponi & Sloan, Part III, supra note 167.
259. In 2011, for example, the Secretary of Homeland Security said at a

conference, “Don’t laugh, but I just don’t use e-mail at all”—not because of
security fears, but because she did not see the utility of email. SINGER &
FRIEDMAN, supra note 4, at 5. In 2013, Justice Elena Kagan revealed the same
was true for eight out of nine Supreme Court Justices. Id. Even though a
Chinese military facility has stolen hundreds of terabytes of data from over
141 organizations across twenty industries since 2006, Mandiant Corp.,
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abroad.260 There are a few reasons for this gap. One is timing.
“Today’s youth are ‘digital natives,’ having grown up in a
world where computers have been commonplace and fully in-
tegrated into their lives. But the world is still mostly led by ‘dig-
ital immigrants,’ older generations for whom computers and
all the issues the Internet age presents remain new and often
confusing.”261

The cybersecurity knowledge gap also stems from com-
puters’ complexity. Writing for a younger audience, Quinn
Norton observed, “Your average piece-of-[expletive] Windows
desktop is so complex that no one person on Earth really
knows what all of it is doing, or how.”262 That complexity is
increasing, too; “the phone you mostly play casual games on
and keep dropping in the toilet at bars is more powerful than
all the computing we used to go to space for decades.”263

Lastly, the knowledge gap is wide because technology’s
frailty is unbelievable.

It’s hard to explain . . . how much technology barely
works, how much the infrastructure of our lives is
held together by the IT equivalent of baling wire . . . .
Written by people with either no time or no money,
most software gets shipped the moment it works well
enough to let someone go home and see their family.
What we get is mostly terrible.264

Management’s knowledge gap is about judgment, not
age, and the solution is dialogue, not didacticism. Just because
young people are young does not mean they understand tech-
nology or, more importantly, have the perspective and discern-
ment to make important policy decisions about it.265 In their
book Cybersecurity and Cyberwar: What Everyone Needs To Know,
Peter Singer and Allan Friedman observed, “The technical

APT1: Exposing One of China’s Cyber Espionage Units, Mandiant 3, http://intel
report.mandiant.com/Mandiant_APT1_Report.pdf, “a top U.S. official in-
volved in talks with China on cyber issues asked . . . what an ‘ISP’ was,” which
is akin to asking what an “ICBM” is while negotiating with the Soviets during
the Cold War. SINGER & FRIEDMAN, supra note 4, at 7.

260. SINGER & FRIEDMAN, supra note 4, at 7.
261. Id. at 4–5.
262. Norton, supra note 2.
263. Id.
264. Id.
265. SINGER & FRIEDMAN, supra note 4, at 5.
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community that understands the workings [of cyberspace] too
often sees the world only through a specific lens and can fail to
appreciate the broader picture or nontechnical aspects”;266

more elegantly, comedian Patton Oswalt observed that “sci-
ence is all about ‘coulda,’ not ‘shoulda.’”267 Even if some
cybersecurity expertise becomes a new desideratum for corpo-
rate leaders, that would not eliminate the recurring general
problem: there will always be knowledge gaps, because there
will always be some new thing that senior decisionmakers do
not understand. We need institutional structures and
processes, such as the committees discussed below, that put
people with good instincts and sound judgment in dialogue
with those who have substantive information, skills, and
expertise.

Such dialogue requires a lot of questions. The processes
Berger chronicles need to become part of the conversation
among and between boards, the C-suite, committees, line man-
agers, and, to varying degrees, the rest of the organization. As
Berger observed, people who do not know anything about a
field like cybersecurity are some of the best ones at asking Why
questions. Those with substantive expertise are likely to be bet-
ter at asking What If and How. This requires dialogical bridges
across the company.

B. Evaluate and Potentially Adjust Leadership Structures
How should companies divide cybersecurity leadership

responsibilities between boards, managers, committees, and
rank-and-file employees? Figure 2 below, from the IT
Governance Institute, sketches an answer.268

266. Id. at 6.
267. PATTON OSWALT, The Miracle of Childbirth, in WEREWOLVES AND LOLLI-

POPS (Sub Pop 2007).
268. IT GOVERNANCE INSTITUTE, INFORMATION SECURITY GOVERNANCE: GUI-

DANCE FOR BOARDS OF DIRECTORS AND EXECUTIVE MANAGEMENT 26 (2nd ed.
2006), available at http://www.isaca.org/Knowledge-Center/Research/
ResearchDeliverables/Pages/Information-Security-Governance-Guidance-
for-Boards-of-Directors-and-Executive-Management-2nd-Edition.aspx.
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Basically, this table says that boards need to set direction,
committees need to monitor progress and provide feedback,
and managers need to lead implementation. While that
sounds like a common structure and leaves a lot unanswered
(like which direction should be set, and how), it is a start.

After a major breach, companies tend to christen new
cybersecurity officers, either as new positions or as replace-
ments following ousters. Perhaps the replaced incumbents
were clueless and culpable. Or perhaps they were savvy, and
their employers thwarted their attempts at due diligence, only
to fire them after a breach in order to publicly signal serious-
ness and reform. The shareholders, press, and public should
be wary about the optics of change management.

Systemic problems require systemic remedies. A company
that really wants to get serious about cybersecurity, especially if
carried by the swell of momentum for such reform after a
breach, needs to evaluate its communication, decisionmaking,
and budgeting processes and structures linking the board to se-
nior management. The typical procedural bridge—a fifteen-
minute presentation during a two-day board meeting269—is
just the beginning.

Especially at larger organizations, one systemic solution is
a formal committee that meets regularly to share information,
raise concerns, ask questions, and make high-level decisions
about cybersecurity. Currently, “[o]nly 49% of respondents say
their organization has a cross-organizational team that regu-
larly convenes to discuss, coordinate, and communicate infor-
mation security issues.”270 Such teams are more common in
Asia and Europe.271 What kind of committee should it be? The
Dodd-Frank Act already requires risk committees at large fi-
nancial institutions, and—to quote research cited approvingly

269. Deloitte, How to Talk to the Board About Security, supra note 247.
270. Managing Cyber Risks, supra note 3, at 27.
271. Caponi & Sloan, Part III, supra note 167 (“The CyLab report also re-

vealed troubling discrepancies when American companies are compared to
their European and Asian counterparts. While only 28 percent of U.S. com-
pany boards have established a risk/security committee, nearly 60 per cent
[sic] of European and 95 per cent of Asian companies have such commit-
tees. Of this group, only 35 per cent of the U.S. companies have a risk com-
mittee separate from the audit committee, compared with 76 per cent of
Asian companies. Similarly, only 44 per cent of U.S. boards review top-level
security policies, compared with 62 per cent of European and 67 per cent of
Asian companies.”).
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by an SEC Commissioner—forty-eight percent of all public
companies have taken this step, up from just eight percent in
2008.272 Others recommend vesting cybersecurity responsibil-
ity with a risk-oriented audit committee whose chair can liaise
with groups around the organization, setting and enforcing
cybersecurity expectations.273 Committees dedicated solely to
cybersecurity are possible too. It remains to be seen which of
these approaches will work best in different contexts.

Meanwhile, smaller firms that require less formality and
lower costs should at least invite a few internal leaders, who
understand the firm’s business goals and needs, to periodically
meet with a diverse sample of fellow staff members, who have
the motivation and time for occasional market research and
assessments. Even an annual set of such cybersecurity meetings
during a slow week each August would be better than nothing.

What good is a committee without expertise, though?
Deloitte advises, “Whether or not there is a dedicated risk
committee on the board, it is important to confirm that there
are directors with security, IT governance, and cyber risk
knowledge and skills.”274 This is not sufficient; Lehman’s
board had no shortage of financial expertise. And how helpful
is a lone expert or two, anyway? It seems equally likely that,
depending on other directors’ perception of the exigencies at
hand, they would either ignore the input from one or two
cybersecurity experts (who might tend to recommend prevent-
ative costs with uncertain benefits), or else blindly defer to
them (because everyone else feels too clueless to second-guess
them). Perhaps because of this tension between under- and
overreliance on experts, Deloitte recommends a blend of in-
ternal and external audits and expertise.275 And, as mentioned
above, expert input is particularly helpful during the How
stage of interrogating cybersecurity management processes
and decisions.276

None of this, however, reveals the most effective division
of labor. Since the answer is important and no one knows it
yet, I will hazard some tentative hypotheses about the sub-issue

272. Aguilar, supra note 33.
273. Audit Committee Brief: Cybersecurity and the Audit Committee, DELOITTE,

supra note 246, at 2.
274. Id. at 3.
275. Id.
276. See supra text accompanying notes 236–44.
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of reporting structures. From these, we can infer some poten-
tially useful generalizations about likely tensions and alliances
over budgets, incentives, and mandates among C-suite leaders
whose decisions significantly impact cybersecurity.

Unfortunately, the setup for this analysis is a tedious al-
phabet soup of titles and acronyms. Besides a firm’s CEO,
CFO, CRO (Chief Risk Officer), and CCO (Chief Compliance
Officer), there might also be a CSO (Chief Security Officer) in
charge of the physical security of a property’s perimeter. The
Chief Information Security Officer (CISO) cares about infor-
mation security, not just physical security. A Chief Data Officer
(CDO) is in charge of things like gathering and analyzing in-
ternal data and intellectual property, but does not lead cyber-
security compliance and risk management.277 A Chief Privacy
Officer (CPO) oversees issues relating to the privacy of em-
ployees, customers, suppliers, contractors, and other affiliates.
A Chief Technology Officer (CTO) usually manages develop-
ment of outward-facing technology, like the engineering and
R&D for tech products and services sold to customers.278

Someone in charge of inward-facing technology, such as all
the computer systems the company owns and operates, usually
bears the title of Chief Information Officer (CIO).279

These leaders’ incentives and mandates might create the
following alliances. The Chief Compliance Officer and Chief
Privacy Officer might be natural allies, since they must ensure
the company complies with relevant privacy laws and policies.
These leaders are more likely to share a zero-tolerance mind-
set towards illegal or noncompliant activity. Meanwhile, the
Chief Risk, Security, Information Security, and Information
Officers might form an alliance, since they are likely to oper-

277. Larissa T. Moss, The Role of Chief Data Officer in the 21st Century, CUT-

TER CONSORTIUM, http://www.cutter.com/content-and-analysis/resource-
centers/business-intelligence/sample-our-research/biar1302.html (last vis-
ited Oct. 14, 2014). See also Chief Data Officer Summit: Data Strategy Innova-
tion, INNOVATION ENTERPRISE 4–7 (2014), http://ie.theinnovationenterprise.
com/eb/CDOSanFranciscoBrochure.pdf (listing biographies of CDOs
speaking at a CDO conference).

278. Mike Lata, Reality Check: What’s the Difference between a CTO and CIO?,
TECHOPEDIA (Nov. 23, 2012), http://www.techopedia.com/2/28883/it-busi
ness/it-careers/reality-check-whats-the-difference-between-a-cto-and-cio.

279. The DNA of the CIO: Opening the Door to the C-Suite, ERNST & YOUNG

22–23 (2014), http://www.ey.com/Publication/vwLUAssets/DNA_of_the_
CIO/$FILE/DNA_of_the_CIO.pdf.
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ate on a risk-management philosophy. The Chief Technology
and Data Officers share the task of converting the company’s
information assets into revenue, so they might easily see eye-to-
eye. For all of these efforts, the CFO and CEO want to mini-
mize costs and maximize profits.

In terms of tensions, we would expect friction between
the Chief Compliance and Privacy Officer alliance, on the one
hand, and the Chief Risk, Information Security, Security, and
Information Officers on the other. After all, the former has
more of a zero-tolerance mindset towards noncompliance,
which the latter sees instead as residual risk that must be man-
aged—not necessarily eliminated—according to a company’s
risk appetite. The alliance consisting of the Chief Technology
and Data Officers will likely be in tension with the Chief
Compliance and Privacy Officers, since the former want to lev-
erage as much of the company’s internal information as possi-
ble, while the latter want to keep it on lockdown to protect
privacy. Everyone asking for money is likely to have at least
some tension with the CEO and CFO, but those whose
projects’ ROI is less obvious, or less reflected in the CFO or
CEO’s compensation package, will have more. That is likely to
be the CRO, CISO, CSO, and CIO (the risk-oriented group),
rather than the CTO and CDO group, since the former do not
often directly generate sales, but they request capital invest-
ments in risk-management controls. It is not obvious whose
tenure is likely to be longest, but near- and long-term incen-
tives would affect all these alliances and tensions.

If any of these alliances or individuals are made to answer
to any of the others with whom they are in tension, the subor-
dinated leaders’ goals, concerns, and incentives are likely to be
subordinated as well; competition between power imbalances
creates disparity. So, if we were to require the Chief Security
Officer or Chief Information Security Officer to report to the
CFO—a suggestion implied by the Internet Security Alliance
and the American National Standards Institute280—we would
expect short-term security investments to be lower than if the
CSO or CISO reported directly to the board or an executive

280. Internet Sec. Alliance & Am. Nat’l Standards Inst., supra note 37, at 7
(“The chief financial officer (CFO), as opposed to the chief information
officer (CIO) or the chief security officer (CSO), is the most logical person
to lead this effort.”).
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committee. If members of the risk-oriented group must answer
to the compliance-oriented group, we would expect less risk-
taking. If the risk-oriented group answers to the sales-oriented
group, we would expect more overall risk-taking.281 If the
Chief Compliance and Privacy Officers have to answer to the
sales-oriented group, we might expect privacy to be subordi-
nated to sales.

Even if a company does not designate staff with all the
preceding titles, the attendant responsibilities often fall to staff
by grant or default. If one employee has multiple and conflict-
ing sets of responsibilities, then his or her incentive, evalua-
tion, and support structures must be designed to accommo-
date that balance.

To sum up, certain corporate leadership roles have natu-
ral alliances and tensions that will probably affect cybersecurity
management efforts and outcomes. Companies need to bear
this in mind as they translate preventive cybersecurity priori-
ties into leadership responsibilities within their corporate gov-
ernance hierarchies. These dynamics should also be top of
mind for any auditors, regulators, and consultants called upon
to evaluate a cybersecurity management program after it has
been breached.

C. Support Security Bug Bounties
Tech companies like Apple, Microsoft, Google, PayPal,

and Facebook have started formally and publicly paying hack-
ers to hack.282 This is hardly apostasy; it enjoys the support of
Brian Krebs,283 the foremost cybersecurity journalist in the

281. Antone Gonsalves, Target Top Security Officer Reporting to CIO Seen as
Mistake, COMPUTER WORLD (June 16, 2014, 5:32 AM), http://www.computer
world.com/s/article/9249129/Target_top_security_officer_reporting_to_
CIO_seen_as_a_mistake (mentioning security experts’ argument that a
firm’s security will not be prioritized as much if the CISO reports to the
CIO).

282. Byron Acohido, Ethical White Hat Hackers Play Vital Security Role, USA
TODAY (Nov. 11, 2013), http://www.usatoday.com/story/cybertruth/2013/
11/11/ethical-hackers-play-vital-role-in-improviing-security/3497427; see also,
e.g., BUGCROWD, https://bugcrowd.com/list-of-bug-bounty-programs (last
visited Oct. 11, 2014); BUGSHEET, http://www.bugsheet.com/bug-bounties
(last visited July 22, 2014).

283. Brian Krebs, The Case for a Compulsory Bug Bounty, KREBS ON SECURITY

(Dec. 17, 2013), http://krebsonsecurity.com/2013/12/the-case-for-a-com
pulsory-bug-bounty/comment-page-1.
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United States. Even companies that do not think of themselves
as tech-oriented should consider participating in these bug
bounty programs.

The idea picked up steam after a self-taught teenager in
Palestine named Khalil Shreateh found a security bug in
Facebook’s code that created a security vulnerability.284 He
told Facebook about it, but they did not respond.285 So, to
demonstrate what he had found, he used it to post on
Facebook as Mark Zuckerberg.286 That got Facebook’s atten-
tion, and they fixed the bug.287 When this news spread, a
cybersecurity expert crowd-funded a donation campaign for
the boy, raising $13,000.288 Since then, Facebook and others
have increasingly offered bounties to hackers who bring newly
discovered security bugs to their attention.289 Facebook even
publicly apologized to Shreateh.290

Bug bounty programs are increasingly common and ac-
cepted. Tech companies like Facebook pay for information
about bugs in their proprietary code, and some also pay for
notice of bugs in the other open-source code on which the
Internet, and thereby their revenue, depends. These firms—
and governments, including the U.S. intelligence commu-
nity291—now pay $500 to $250,000 dollars per bounty, at their
discretion.292 Organized international hacking competitions
like “Pwn2Own” uncover security flaws in popular computer
products every year,293 with some hacker teams earning six-fig-

284. Acohido, supra note 282.
285. Id.
286. Id.
287. Id.
288. Id.
289. Id.
290. Ryan W. Neal, Facebook Hacker Rewarded: Facebook Apologizes to Khalil

Shreateh, Indiegogo Account Gives $10k to Palestinian Hacker, INT’L BUS. TIMES

(Aug. 21, 2013), http://www.ibtimes.com/facebook-hacker-rewarded-face
book-apologizes-khalil-shreateh-indiegogo-accou-nt-gives-10k-palestinian.

291. Norton, supra note 2. One can distinguish bug bounties from the
“0day [sic] market, exploit hoarding, and weakening of standards” by the
intelligence community that Norton mentions.

292. Id.; Alex Heath, Hackers Can Make $250,000 Selling iOS Exploits to the
Government, CULT OF MAC (Mar. 23, 2013), http://www.cultofmac.com/
155871/hackers-can-make-250000-selling-ios-exploits-to-the-government.

293. See, e.g., Pwn2Own, WIKIPEDIA, http://en.wikipedia.org (last visited
Sept. 16, 2014) (follow “Summary of successful exploits” hyperlink).
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ure prizes for a day’s work.294 Nonprofits like the Electronic
Frontier Foundation have sponsored bug-bounty hacking com-
petitions with more-modest prizes that have also helped ex-
pose a number of important zero-day threats.295 Some hackers
will actually teach companies the processes for discovering
bugs.296 To hire them full-time, government agencies like the
FBI are relaxing their policy that job candidates must aver they
have not smoked marijuana in the last three years.297 You
know the practice of paying hackers has gone mainstream
when the FBI formally announces that it fears hiring potheads
less than it fears cybersecurity threats.

Why pay bug bounties? Even for a firm that already has
robust cybersecurity processes, bounties make the discovery
and containment of previously unknown security vulnerabili-
ties more likely. That creates positive externalities that benefit
others, since the data at risk often pertains not just to firms,
but their customers, suppliers, employees, and the financial in-
stitutions to which they are all tied. Bounties also seem poten-
tially useful for finding open-source code’s bugs like
Heartbleed, which left two-thirds of all websites vulnerable.298

Lastly, the beauty of bug bounties is that they create a pris-
oner’s dilemma for hackers. If hackers “cooperate” with each
other, and keep a hack to themselves in order to exploit it,
they might make a lot more money. But in that case, if some-
one else—be it a close collaborator or an inventive stranger
across the globe—finds and reveals the same bug beforehand,

294. See, e.g., id. (follow “Contest 2014” hyperlink).
295. Lucian Constantin, Fifteen New Vulnerabilities Reported During Router

Hacking Contest, PC WORLD (Aug. 12, 2014, 11:20 AM), http://www.pcworld.
com/article/2464300/fifteen-new-vulnerabilities-reported-during-router-
hacking-contest.html. Other “capture the flag”-style hacking competitions
are geared towards penetrating computer systems, not surfacing bugs, and
they are increasingly popular too.

296. Gregg Keizer, Pwn2Own Winner Tells Apple, Microsoft to Find Their Own
Bugs, COMPUTER WORLD (Mar. 25, 2010, 4:13 PM), http://www.computer
world.com/s/article/9174120./Pwn2Own_winner_tells_Apple_Microsoft_to
_findtheir_own_bugs.

297. Michelle Broder Van Dyke, Would You Stop Smoking Weed to Work as a
Hacker for the FBI?, BUZZFEED (May 20, 2014, 10:43 PM), http://www.
buzzfeed.com/mbvd/would-you-stop-smoking-weed-to-work-as-a-hacker-for-
the-fbi.

298. See HEARTBLEED BUG, http://heartbleed.com (last visited July 10,
2014). Heartbleed is officially known as “CVE-2014-0160.” Id.
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that competitor will get the bug bounty, closing the window of
opportunity and earning cachet without risking criminality.
Ultimately, this prisoner’s dilemma could pressure some tal-
ented hackers to avoid or abandon the “dark side,” making the
Internet more secure.

We can imagine a number of potential objections to bug
bounties, though. Let us start with three operational ones.
First, bug bounties might backfire. Perhaps companies will use
bug bounties to cut R&D costs, overrelying on crowds to find
holes in new products released into the wild after insufficient
testing. The best control for this risk might be consumers’ in-
tolerance for excessively buggy betas or other initial releases,
but total intolerance for early bugs is unsustainable and un-
realistic. Second, even if firms had their own bug bounty pro-
grams, most do not have the expertise or resources to verify
whether reported bugs are legitimate. To that end, maybe spe-
cialized bug bounty companies or charities, devoted to investi-
gating security bugs, will emerge to supplement the existing
market of cybersecurity analysis firms. A third operational ob-
jection to bug bounties questions their necessity. After all,
many bugs are discovered without the promise of bounties. Pi-
oneering corporate investigator Jules Kroll made an analogous
argument about qui tam payments to whistleblowers. He rea-
soned that the firm he founded had fielded thousands of
whistleblower tips over several decades, but paid for only a
handful, so qui tam payments might be unnecessary.299 How-
ever, this classic Type II error fails to recognize all the tips his
firm could have received, but did not, because the firm did not
offer rewards (although maybe no firm could have afforded to
pay for so many tips). The same argument holds for cyber-
security bugs. Just because some bugs are found without re-
wards does not mean that rewards are unnecessary for others.

Turning now to moral arguments against bug bounties,
maybe we are uncomfortable with paying on Monday someone
who might use that money to hack us on Tuesday. However,
not all hackers are criminals who mean harm. Some, like the
Palestinian teenager who tipped off Facebook, are “white hats”

299. Jules Kroll, Remarks at the New York University School of Law Con-
ference: Deterring Corporate Crime—Effective Principles for Corporate
Enforcement (Apr. 5, 2014) (transcript on file with Jennifer H. Arlen,
Norma Z. Paige Professor of Law at New York University School of Law).
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who swear off all criminal hacking.300 Many already work as
consultants to help stress-test computer systems.

What about bounties paid to other hackers (“grey hats”
and “black hats”) who are not as noble? The reason we already
reward whistleblowers, confidential informants, and wit-
nesses—despite moral squeamishness—is necessity. Similarly,
here, we need to influence the economic incentives for
hackers in order to make the Internet safer. Morality and laws
have not worked well enough in this regard, perhaps because
countervailing financial incentives outweigh the risk of detec-
tion and penalty. With little effort, individuals have made
$2 million per year from “click fraud” on Facebook; a group
made $72 million by duping people into thinking they had
malware requiring “removal payments”; thieves stole $9.8 mil-
lion online from a bank in one weekend.301 The more enter-
prising malefactors are vertically integrated, well-connected,
well-funded, and sometimes supported by organized crime syn-
dicates302 or local government.303 (Indeed, the Chinese gov-
ernment, which has been associated with a number of massive
hacks,304 holds regional hacking competitions to recruit and
pay top talent.305) Even if morality and laws have helped pre-
vent things from getting worse, we desperately need improve-
ment. Arguments leveraging the gravity of a threat to justify
the scope of a response can sometimes overshoot, but unlike
some of the more controversial (and less discriminate)
Internet surveillance measures in the news lately, bug bounties
are a targeted and limited cybersecurity defense.

300. White Hats to the Rescue, ECONOMIST (Feb. 22, 2014), http://www.econ
omist.com/news/business/21596984-law-abiding-hackers-are-helping-busi
nesses-fight-bad-guys-white-hats-rescue.

301. SINGER & FRIEDMAN, supra note 4, at 88–89 (listing this set of inci-
dents).

302. BRIAN KREBS, SPAM NATION: THE INSIDE STORY OF ORGANIZED CYBER-

CRIME—FROM GLOBAL EPIDEMIC TO YOUR FRONT DOOR (2014).
303. SINGER & FRIEDMAN, supra note 4, at 90.
304. Id. at 95 (“96 percent of recorded, state-affiliated attacks targeting

businesses’ trade secrets and other intellectual property in 2012 could be
traced back to Chinese hackers.”).

305. Id. at 112–13.
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CONCLUSION

Looking ahead, a number of issues loom. For instance,
international companies are subject to diverse and complex
jurisdictional cybersecurity requirements.306 To cope, some in-
ternational firms such as General Electric have decided it is
easier to adopt a global corporate policy that complies with
the most stringent national or regional data protection laws,
rather than to nationally calibrate their processes for data
moving within and between their thousands of subsidiaries
around the world.307 The threats are getting ever nastier, too:
by traveling as sound waves from speakers to microphones,
sonic malware could (at least in theory) jump “air gaps” be-
tween disconnected computers, surmounting what was once a
great defense.308 The privacy issues surrounding biometrics
and surveillance will be important.  A number of pressing
questions remain unexplored here, including how to involve
vendors in war-gaming without breaching confidential infor-
mation, how to respond to data breach incidents,309 and what
is on the horizon for U.S. cybersecurity legislation.

This Note has proposed strategies to help firms focus on
the known knowns, known unknowns, and unknown
unknowns of cybersecurity risks, based on each firm’s level of
cybersecurity program maturity. For lackadaisical firms, simple
preliminary measures are necessary. The most important strat-
egy for them is persuading internal decisionmakers that it is
important to take basic cybersecurity steps to protect the firm
and the public. Firms developing their cybersecurity maturity
further should turn to known unknowns through orthodox
risk management and strategies for improving predictive capa-
bilities, building a culture that is cyber-savvy and -compliant,
and transferring or reducing risk through cybersecurity insur-
ance linked to audits. Firms that have already done most of
these things are in the best position to work on unknown

306. DLA PIPER, supra note 109.
307. See Data Privacy and Security, GENERAL ELECTRIC, http://www.ge.com/

en/citizenship/govcomp-jun20/dataprivacy.htm (last visited Aug. 4, 2014).
308. Dan Goodin, Scientist-Developed Malware Prototype Covertly Jumps Air

Gaps Using Inaudible Sound, ARTSTECHNICA (Dec. 2, 2013, 2:29 PM), http://
arstechnica.com/security/2013/12/scientist-developed-malware-covertly-
jumps-air-gaps-using-inaudible-sound.

309. See, e.g., A PLAYBOOK FOR CYBER EVENTS, AMERICAN BAR ASSOCIATION

(2nd ed. 2014).
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unknowns. They should try to ask questions that no one has
been asking, evaluate and potentially readjust leadership re-
porting structures, and support bug bounty programs.


